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Introduction

InterMapper is a network monitoring and alerting
program. It continually tests routers, servers, hubs,
and other computer devices that are attached to your
network. If InterMapper detects a failure, it sends
notifications to one or more individuals via sounds, e
mail, pagers, or by running a program to correct the
problem.

Use this manual to learn about how to develop
custom probes and web pages for InterMap per.

Customizing InterMapper's Probes

Explains how to create your own custom probes,
and how to configure them to add power and
flexibility to your network monitoring.

Customizing Web Pages

Tells how you can change the look and function of
the web pages available from InterMapper's built
in Web server.

Retrieving Collected Data

A look at the InterMapper Database, with links to
useful resources.

Please give us com ments at the address listed below.

Thanks!

Dartware, LLC
InterMapper Feedback

Sy Connection to
Public Internet
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Software License Agreement

This is a legal agreement between you and Dartw are, LLC covering your use of InterMapper®, InterMapper

RemoteE, and other Dartware products and the associated documentati
following agreement before using the Software. BY USING THE SOFTWARE (REGARDLESS IF YOU HAVE

REGISTERED THE SOFTWARE OR NOT), YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS AGREEMENT.

IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO NOT USE THE SOFTWARE AND DESTROY ALL

COPIES IN YOUR POSSESSION.

The Software is owned by Dartware, LLC and is protected by United States copyright laws and international treaty
provisions. It is licensed to you. Therefore, you must treat the Software like any other copyrighted material (e.g.,
a book or musical recording).

License

This license allows you the right to use one copy of the Software on a single computer. You may make one (1)

copy of the software as a backup. You may not network the Software or otherwise use it or make it available for

use on more than one computer at the same time. You may not rent or lease the Software, nor may you modify,
adapt, translate, decompile, or disassemble the Software. If you violate any part of this agreement, your right to

use this Software terminates automatically and you must then destroy all copies of the Software in your
possession.

Disclaimer of Warranty

The Software and its related documentation are provided "AS IS" and without warranty of any kind. The person

using the software bears all risk as to the quality and performance of the software. If you paid for the product,
and within 30 days find that it doesn't do what you want, then you can notify Dartware, LLC and your money will

be refunded and your license canceled. Dartware, LLC hereby disclaims all warranties relating to this software,

whethe r express or implied, including without limitation any implied warranties of merchantability or fitness for a

particular purpose. Dartware, LLC will not be liable for any special, incidental, consequential, indirect or similar

damages due to loss of data o r any other reason, even if Dartware, LLC or their agent has been advised of the
possibility of such damages. In no event shall Dartware, LLC be liable for any damages, regardless of the form of

the claim.

US Government

Government End Users: If you are acquiring the Software on behalf of any unit or agency of the United

States Government, the following provisions apply. The Government agrees: (i) if the Software is supplied

to the Department of Defense (DoD), the Software is classi fied as "Commercial Computer Software" and
the Government is acquiring only "restricted rights" in the Software and its documentation as that term is

defined in Clause 252.227  -7013(c)(1) of the DFARS; and (ii) if the Software are supplied to any unit or
agency of the United States Government other than DoD, the Government's rights in the Software and its
documentation will be as defined in Clause 52.227 -19(c)(2) of the FAR or, in the case of NASA, in Clause
18-52.227 -86(d) of the NASA Supplement to the FAR. The manufacturer is Dartware, LLC, 10 Buck Road,
PO Box 130, Hanover, NH 03755  -0130 USA.

This Agreement shall be governed by the laws of the State of New Hampshire. If for any reason a court of
competent jurisdiction finds any provision of the Agreement, or portion thereof, to be unenforceable, that
provision of the Agreement shall be enforced to the maximum extent permissible so as to effect the intent of the
parties, and the remainder of this Agreement shall continue in full force and effect.

Acknowledge  ment

You acknowledge that you have read this agreement, understand it, and agree to be bound by its terms and
conditions. You further agree that it is the complete and exclusive statement of the agreement between you and
Dartware, LLC which supercedes all proposals or prior agreements, oral or written, and all other communications
between you and Dartware, LLC relating to the subject matter of this agreement.

Dartware, LLC

10 Buck Road, PO Box 130

Hanover, NH 03755 -0130 USA

Voice: 603 -643-2268; Fax: 603 -643-2289
Web: http://www.dartware.com
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Creating Custom Probes
Overview

For many Internet services, simply "pinging" a device is not a sufficient test of whether it is operating
correctly. InterMa  pper has a number of built ~ -in probes that can test different aspects of a device's
operation, whether it's a web server, router, database, LDAP server etc.

However, InterMapper's built -in probes may not test the kinds of devices you want to monitor. In th at
case, you can create your own probes. InterMapper's probes are defined by probe files , which are text files,
and can be duplicated and modified using any standard text editing utility. When you create your own

probe, it becomes a first  -class citizen and appearsinthe  Probe Type:  popup menu along with the built -in
ones.

All InterMapper's probes follow the same logic:

. The probe sen ds one or more queries, as SNMP requests, UDP or AppleTalk datagrams or over a TCP
connection to the device being tested.

. The device responds (or fails to respond).

. If there is no response, InterMapper sets the device's status to DOWN.

. I nterMapper examines the response(s) from the device, and sets the device's status accordingly.

Kinds of Probes
InterMapper has several kinds of probes that you can use:

SNMP Probes
InterMapper tests the dev ice's status by sending SNMP queries and comparing the results to user -
specified thresholds.

SNMP Trap Probes

InterMapper can receive and process SNMP traps, and set the status of a probe based on the contents
of the trap' s variables. You can create custom probes that alert you to problems in a certain device
based on the contents of specific trap variables.

TCP Probes

InterMapper establishes a TCP connection to a device. It then sends certain requests and evaluates the
responses to determine the device's status.

Command _-line Probes

InterMapper will invoke a program (as if "from the command line"), and use the results of the program
to determine the device's sta tus.

Big Brother Probes

Bi g Br ot her E -sowce network mpoaitoring program. InterMapper listens for reports f rom Big
Brother clients and sets the device's status accordingly.

It's fairly straightforward to modify the existing files to produce new probes. If you make a new probe file

that might be useful, please consider sending it to us at support@dartware.com __ so that we can make it
available to other customers. You can also check the list of probes that have already been contributed at
http://dartware.com/support [users/index.html

Custom Probe File Format

Probe files have several sections, described below. Each section contains a number of lines bracketed by a
< section -name > ... </ section -name > lines. You mi ght want to open a separate window with the example
probe file _ while reading the subsequent sections.

Probe Files
Learn where probe files are saved on the hard drive, and how the files are nam ed.

Header Information

6 InterMapper Developer Guide


../../../Content/02-CustomProbes/bigbrotherprobes.htm
mailto:support@dartware.com
http://dartware.com/support/users/index.html

Learn about the header section of the probe definition, including how the probe is identified, how its
name appears in the Probe Type pop -up menu, and the version numbering system.

Text Description

Learn aboutthe description  section of the probe definition, which specifies the help text that appears in
the user's probe configuration window. The text typically explains the function of the probe, and

describes any paramete rs. You can also learn about the markup language you can use to apply a
certain amount of formatting and text styling to the probe's help text.

Parameters to the Probe File

Learn aboutthe parameters  for the probe. InterMap  per automatically creates fields for these entries
when it opens the probe configuration window.

Scripting Language

Learn about the probe  scripting language , a sequence of statements that specify the data to send outa
TCP connection, the expected response, and how to interpret that data to set the display status for the
device being probed.

Comments

Learn about the format to use when adding comments . Comment formatis  similar to HTML comments:
full details on comment are included in this section.

Custom SNMP Probes

Learn about how to create custom SNMP Probes . With custom SNMP probes, you can guery specific
MIB variables besides those built into InterMapper. You can also specify your own thresholds for MIB
variables to control warnings and alarms.

Note: Before a modification to a probe becomes effective, you need to choose Reload probes... from the
Alert by pop -up menu in a device's Get Info window.
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Parts of a Probe
Probe File Header

The header of a probe file contains a formal description of the probe. It is defined using the following tags:

<header> ... </header>

Header Part Format

The header is composed of several parts. Each part has a name, and a corresponding value, written in this
format:

part -name ="va lue"
where value is enclosed in double -quotes.

Header Parts

type
Describes the type of the probe file. InterMapper supports the following probe types:
. builtin
. tcp -scr ipt
. custom -snmp
. custom -snmp -trap
. command -line
. cmd -line
For custom TCP probes use the tcp -script type.
For custom SNMP probes usethe custom -snmp type.
For Custom SNMP Trap probes, use the custom -snmp -trap type.
For Command -line probes use the command -line type.
package

The first part of the probe's full identifier. Typically, the package is made up of the domain
name of the organization that created the probe, with the labels reversed.

For example, all probes created by Dartware, LLC the package statement is as follows:

package = "com.dartware"

The package part guarantees that different organizations can create probes without concern
that their probe identifiers will conflict.

Note: The combination of [package].[probe_name] together form the probe's full identifier.
(In the example below, the full identifier is "com.dartware.tcp.custom™) By convention, the
name of the file that holds the probe definition is the same as the probe's full identifier.
This is not required, but it's a good idea.

probe_name The second part  of the probe's full identifier. The probe_name may be whatever string the
creating organization chooses.

human_name  The string that appears in the Probe Type pop -up menu. This string helps guides the user to
select the probe for a par  ticular device.
version Provides a means to determine which probe file is the current one. The format of the version
is "#.#".
address_type
A comma -separated list of one or more address types. InterMa pper implements "IP" and
"AT".
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port_number The IP port used by this probe.

display_name
Specify the display_name to use with this probe, using forward slashes to specify the

heira rchy. To do this, add the following line to the <header> section of the probe:

display_name = "[top level]/[next level]/[next level"

Example:
display_name = "Custom/Command -line"
url_hint Assign a double -click action withinthe p  robe (making it the pre  -defined double -click action).

To do this, add the following line to your <header> section of the probe:

url_hint ="url -to-invoke"

The following example would invoke the web browser to the device's IP addre ss and port

url_hint = "http://${address}:${port}"

Sample Header Section
This is a sample header from the Custom TCP script.

<header>
"type" = "custom -snmp"
"package" = "com.dartware"
"probe_name" = "snmp.example"
"human_name" = "Example SNMP probe"
"display_name" = "Miscellaneous/Example SNMP Probe"
"version" = "1.0"

"address_type" = "IP,AT"
"port_number" = "161"
"flags" =

</header>

Header Section of Custom SNMP Probes

The <header> section of the probe file is similar to the standard <header> section, with the following
differences:

. The "type" for a Custom SNMP probe is "custom -snmp".

. There is a FLAGS=xxx,xxx command that takes the following optional items as parameters:

. NOLINKS - InterMapper will not poll links (interfaces) with SNMP

. SNMPV2C - InterMapper will use SNMPv2c to poll the device

. NOICMPFALLBACK - InterMapper will not send an ICMP ping to a device if no SNMP responses
return.

. MINIMAL - the probe queries only its own (specified) varia bles.

Note: The old_protocol and old_script  parts, added for backward compatibility, are deprecated, and are
ignored in any older probes that use them.
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Probe Files and File Names
Probes files are saved in the Probes folder of the InterMapper Settings  folder.
The probe files are named with two parts separated by a period ("."). The parts are:

. package name - must be unique for each organ ization creating probe files.

By convention, the package is composed of the organization's DNS domain name, with the segments
reversed. Thus, the built  -in probes for InterMapper all have a package of "com.dartware." Other
organizations may create and share their own probes, since the file names will not collide.

. probe name - identifies the probe.
For example, the built -in Custom TCP probe is defined in the file named:
com.dartware.tcp.custom

The probe's package name and probe name are defined in the probe definition's header section. Dartware
recommends that yo  u name the file with the combination of the package name and probe name, as shown
above.

The header section of the probe definition in the example above contains these two lines:

package = "com.dartware"
probe name = "tcp.custom”
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Probe File Description

The Description section of a probe file contains text that will be displayed as a description of the probe in
the Probe Configuration window. It is defined using the following tags:

<description> ... </description>

A sample is shown below. The description can be marked up with bold, italic, plain text. Underlined text
becomes a link to an external URL, as described below.

® Warehouse Server

rAEpTS = =
- Cisco | | Domain Hame Service (DNS): (4) Address -
----- Karlnet Wireless
_____ SHMP MIB-II The protocol used by TCPAP network clients to
- UPS translate Internet names into IP addresses, as defined
in BFC 1034 and RFC 1035, Thiz probe sends a DNS
[=-- Servers-Standard i
Basic TCP request to look up the IP address for a specified
""" ) domsin narme.
----- Basic TCP (Blocked)
""" -ustam TCP || Domain Name is the fully gqualified domain natme yaou
""" W3 Server are attempting to resalve.
..... DHCP{BOOTR hs
—|-- Diomain Mame (DS A
= [P ——— ( ) Darnain Marme: | iy, e ample, com | =
R DMS: [A) Address E
- DMS: (M) Mail Server IP Address: | |
.- DMS: (MS) Mame Server v
.- DMS: (PTR) Reverse Lookup +
3 i Port: | 53 |
Reload Probes ] Ciefault Cancel ] [ O, l

The Set Probe window, showing the description field. Note that the blue underlined links are actually links to the
relevant RFC specifica tions.

The description section is delimited by <description> and </description> tags. The entire text between
those tags is placed into the probe configuration window.

InterMapper Developer Guide



The Markup Commands

You can apply text styles to the descriptio n text using markup commands bracketed by backslash (" \")
characters. There may be many markup commands between a pair of \ ...\ characters. The = Example Probe

File shows a sample description section.

Historical note:  Prior to InterMapper 4.0, the markup characters were « and » ( &le; and &ge; ).
InterMapper still accepts these characters, although we encourage everyone to use the \ ...\ in new probe
files as they're easier to type and will pass unchanged through all mail syste ms.

How Markup Tags Are Applied

. A markup commands applies to all text that follows it.
. Subsequent markup tags may add to or counteract a previous set of markup tags.
Markup Tag Summary
Tag Action
M Set the font to Monaco (a monospaced font).
G Set the font to Geneva (a proportional spaced font).
+ Increase the font size by one. Multiples ("++") increase the font size by the corresponding amount.
- Decrease the font size by one. Multiples are allowed.
B Set following text in bold.
| Set following text in italic.
P Set following text to plain. This undoes all other stylings
U Set following text to underlined. See Creating alink section below for making hyperlinks.
' Turn off a format that is on.
digit Set text color to one of the following:
0: Black 4: Light blue
1:Red 5:Green
2:Blue 6: Orange
3:Gray 7:Yel low

Examples

The following description text is rendered as shown:
\ b\ Bold \i\ Bold ltalic \ b\ Italic \ p\ Plain  Bold Bold Italic Italic Plain

\ M1+4 Big red monospace \ p\ Blg red monospace

\ 2U\ http://www.example.com \ pO\ http://www.example.com

\ 2U=http:/ /www.example.com \ TextLink \ pO\ Text Link

Creating a link

The last two examples above shows the script code required to create a link. In both example, " \2U\"
means "set the color to blue, underline the text."

Special Cases:

. If, as in the first of the t wo link examples above, the only text between the opening and closing tags
is a URL (e.g., http://wmww.example.com), InterMapper treats it as a link to that page.

. If, as in the last link example above, the underline tag contains "=[URL]", the text followin g the
backslash ("Text Link" in the example) appears as blue and underlined.
. In both cases, clicking the text opens that page in a browser.

12 InterMapper Developer Guide



Probe Parameters

A probe can have one or more paramete rs. These parameters are set by the user in the Set Probe window

(shown below). They are used for specifying numeric thresholds or strings to be sent to or received from
the device.

The parameter section of the defines a set of name/val ue pairs with the format:

"parameter name"= "parameter value"

Each parameter name/value appears in its own entry field in the Set Probe window.

Probe parameters are accessed and used just like variables. They can be u sed in calculations,
alarm/warning thresholds, and displayed in the status window. To refer to a parameter whose name
contains one or more spaces, the name will need to be enclosed in curly braces. (Example: "${Seconds to
wait}").

Input Field Types

Four ty pes of input fields are available:

. Text - Input a text string

. Password - Input a text string, obscuring the characters
. Dropdown - Choose from a dropdown menu.

L]

Checkbox - Set a variable to true or false by selecting or clearing a check box.
Text Fields

This field type presents a simple text box for entering a string.

"Text" ="Text Value"

The line above sets the variable ${Text}

Password Fields

You can create input parameters that conceal the string from casual view (so-called password parameters

The data is displayed as a line of asterisks ("*****") when a user types the password. To specify a
password parameter, place a single asterisk ("*") after the name of the field, like this:

"Password*" ="

Note that the variable name remains ${Password*} and you have to refer to it as such in your script. The
"*" is removed before displaying the name, so the above password parameter would appear as "Password"
in the Set Probe window.

Dropdown Fields

You can create input p  arameter fields that present a dropdown menu from which the user can choose from
a number of choices.

To create a dropdown field, use this syntax:

"Test[Equal,NotEqual] = "NotEqual" //Default value is Choice2

The values between brackets define the choices available to the user. The value on right of the statement
is the initial value of the dropdown field.

You can use this parameter in expressions. The full variable is ${Test[Equal,NotEqual]}, and it returns the
current value of the dropdown as selected by the user.

<snmp- device - variables>

InterMapper Developer Guide
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alarm: (${Dropdown[Choicel,Choice2,Choice3]} != "Choice2") "It's not
Choice2!"
</snmp - device - variables>

Check Box Fields

To create a check box, use this syntax:

"Checkbox[true,false]" = "true" //Default value is "true

You can use this parameter in expressions. The full variable is ${Checkbox[Equal,NotEqual]}, and it
returns the current value of the check box as selected by the user

Parameter Section Example

This is an example parameter section that demonstrates the use of the four types of input fields. The
screenshot below shows how each input field type appears.

<parameters>
"Text" = "Text Value"
"Password*" =
"Dropdown[Choicel,Choice2 ,Choice3]" = "Choice2"
"Checkbox[true,false]" = "true"

</parameters>

Parameter Test Probe

Thizs probe showes the various data types that can
be used az parameters to a custom probe.

Text: | Text value
Passward: | *xx®®

Dropdown: [ Choicez W

Checkbox:

SMMP Mersion: | SMMPwl s | Pork: | 161

Cormunitys | *EEEEx

Probe Parameters
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Probe Comments

Comments in InterMapper probe files are quite

interspersed anywhere in a probe file.

similar to those in HTML. The comments may be

Note that HTML comments have a complicated syntax that can be simplified by following this rule:

Begin a comment with" <! -- ", enditwith" -- >" and do notuse"

Use this rule with InterMapper as well.

Example:

& ==

This is a probe comment.

It spans several lines.

It contains no double - hyphens.
- >

One -line Comments
You can also use the comment indicator "

Example:

-- This line is a comment

InterMapper Developer Guide
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. The remainder of the line is ignored.
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