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InterMapper Developer Guide: An Introduction  

InterMapper is a network monitoring and alerting 
program. It continually tests routers, servers, hubs, 
and other computer devices that are attached to your 
network. If InterMapper detects a failure, it sends 
notifications to one or more individu als via sounds, e -

mail, pagers, or by running a program to correct the 
problem.  

Use this manual to learn about how to develop 
custom probes and web pages for InterMapper.  

Customizing InterMapper's Probes  

Explains how to crea te your own custom probes, 
and how to configure them to add power and 

flexibility to your network monitoring.  

Customizing Web Pages  

Tells how you can change the look and function of 
the web pages available from InterMapper's  built -
in Web server.  

Please give us comments at the address listed below. 
Thanks!  

Dartware, LLC  
InterMapper Feedback  

 

http://www.dartware.com/
http://www.dartware.com/
http://www.dartware.com/
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Software License Agreement  

This is a legal agreement between you and Dartware, LLC covering your use of InterMapper®, InterMapper 
RemoteÊ, and other Dartware products and the associated documentation (the "Software"). Be sure to read the 
following agreement before using the Software . BY USING THE SOFTWARE (REGARDLESS IF YOU HAVE 
REGISTERED THE SOFTWARE OR NOT), YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS AGREEMENT. 
IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO NOT USE THE SOFTWARE AND DESTROY ALL 
COPIES IN YOUR POSSESS ION.  

The Software is owned by Dartware, LLC and is protected by United States copyright laws and international treaty 

provisions. It is licensed to you. Therefore, you must treat the Software like any other copyrighted material (e.g., 
a book or musical rec ording).  

License  

This license allows you the right to use one copy of the Software on a single computer. You may make one (1) 
copy of the software as a backup. You may not network the Software or otherwise use it or make it available for 
use on more than one computer at the same time. You may not rent or lease the Software, nor may you modify, 
adapt, translate, decompile, or disassemble the Software. If you violate any part of this agreement, your right to 
use this Software terminates auto matically and you must then destroy all copies of the Software in your 
possession.  

Disclaimer of Warranty  

The Software and its related documentation are provided "AS IS" and without warranty of any kind. The person 
using the software bears all risk as to t he quality and performance of the software. If you paid for the product, 
and within 30 days find that it doesn't do what you want, then you can notify Dartware, LLC and your money will 
be refunded and your license canceled. Dartware, LLC hereby disclaims a ll warranties relating to this software, 
whether express or implied, including without limitation any implied warranties of merchantability or fitness for a 
particular purpose. Dartware, LLC will not be liable for any special, incidental, consequential, in direct or similar 
damages due to loss of data or any other reason, even if Dartware, LLC or their agent has been advised of the 
possibility of such damages. In no event shall Dartware, LLC be liable for any damages, regardless of the form of 
the claim.  

US Government  

Government End Users: If you are acquiring the Software on behalf of any unit or agency of the United 
States Government, the following provisions apply. The Government agrees: (i) if the Software is supplied 
to the Depa rtment of Defense (DoD), the Software is classified as "Commercial Computer Software" and 

the Government is acquiring only "restricted rights" in the Software and its documentation as that term is 
defined in Clause 252.227 -7013(c)(1) of the DFARS; and (ii)  if the Software are supplied to any unit or 
agency of the United States Government other than DoD, the Government's rights in the Software and its 
documentation will be as defined in Clause 52.227 -19(c)(2) of the FAR or, in the case of NASA, in Clause 
18 -52.227 -86(d) of the NASA Supplement to the FAR. The manufacturer is Dartware, LLC, 10 Buck Road, 
PO Box 130, Hanover, NH 03755 -0130 USA.  

This Agreement shall be governed by the laws of the State of New Hampshire. If for any reason a court of 
competent juri sdiction finds any provision of the Agreement, or portion thereof, to be unenforceable, that 
provision of the Agreement shall be enforced to the maximum extent permissible so as to effect the intent of the 
parties, and the remainder of this Agreement shall  continue in full force and effect.  

Acknowledgement  

You acknowledge that you have read this agreement, understand it, and agree to be bound by its terms and 
conditions. You further agree that it is the complete and exclusive statement of the agreement betw een you and 
Dartware, LLC which supercedes all proposals or prior agreements, oral or written, and all other communications 
between you and Dartware, LLC relating to the subject matter of this agreement.  

Dartware, LLC  

10 Buck Road, PO Box 130  
Hanover, NH 0 3755 -0130 USA  
Voice: 603 -643 -2268; Fax: 603 -643 -2289  
Web: http://www.dartware.com  

http://www.dartware.com/
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Creating Custom Probes  

Overview  

For many Internet services, simply "pingin g" a device is not a sufficient test of whether it is operating 
correctly. InterMapper has a number of built - in probes that can test different aspects of a device's 
operation, whether it's a web server, router, database, LDAP server etc.  

However, InterMap per's built - in probes may not test the kinds of devices you want to monitor. In that 
case, you can create your own probes. InterMapper's probes are defined by probe files , which are text files, 
and can be duplicated and modified using any standard text edi ting utility. When you create your own 
probe, it becomes a first -class citizen and appears in the  Probe Type:  popup menu along with the built - in 
ones.  

All InterMapper's probes follow the same logic:  

  The probe sends one or more queries, as SNMP requests, UDP or AppleTalk datagrams or over a TCP 
connection to the device being tested.  

  The device responds (or fails to respond).  

  If there is no response, InterMapper sets the device's status to DOWN.  
  InterMapper examines the response(s) from the device, and sets the device's status accordingly.  

Kinds of Probes  

InterMapper has several kinds of probes that you can use:  

SNMP Probes  

InterMapper tests the device's status by sending SNMP queries and comparing the results to user -
specified thresholds.  

TCP Probes  

InterMapper establishes a TCP connecti on to a device. It then sends certain requests and evaluates the 
responses to determine the device's status.  

Command - line Probes  

InterMapper will invoke a program (as if "from the command line"), and use the results of the program 
to determine the device's status.  

Big Brother Probes  

Big BrotherÊ is an open-source network monitoring program. InterMapper listens for reports from Big 
Brother clients and sets the device's status accordingly.  

It's fairly straightforward to modify the existing files to produce new probes. If you make a new  probe file 

that might be useful, please consider sending it to us at support@dartware.com  so that we can make it 
available to other customers. You can also check the list of probes that have already been contribut ed at  
http://dartware.com/support/users/index.html  .  

  

mailto:support@dartware.com
http://dartware.com/support/users/index.html
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Custom Probe File Format  

Probe files have several s ections, described below. Each section contains a number of lines bracketed by a 
< section -name > ... </ section -name > lines. You might want to open a separate window with the  example 

probe file  while reading the subsequent se ctions.  

Probe Files  

Learn where probe files are saved on the hard drive, and how the files are named.  

Header Information  

Learn about the header  section of the probe definition, including how the  probe is identified, how its 
name appears in the  Probe Type  pop -up menu, and the version numbering system.  

Text Description  

Learn about the description  section of the probe definition, which specifies the help text that ap pears in 

the user's probe configuration window. The text typically explains the function of the probe, and 
describes any parameters. You can also learn about the markup language you can use to apply a 
certain amount of formatting and text styling to the pr obe's help text.  

Parameters to the Probe File  

Learn about the parameters  for the probe. InterMapper automatically creates fields for these entries 
when it opens the probe configuration window.  

Scripting Language  

Learn about the probe scripting language , a sequence of statements that specify the data to send out a 
TCP connection, the expected response, and how to interpret that data to set the display status for the 
device being pro bed.  

Comments  

Learn about the format to use when adding comments . Comment format is similar to HTML comments: 
full details on comment are included in this section.  

 

Learn about how to create custom SNMP Probes . With custom SNMP probes, you can query specific 
MIB variables besides those built into InterMapper. You can also specify your own thresholds for MIB 
variables to control warnings and alarms.  

Note:  Before a modification to a probe becomes effective, you need to choose  Reload probes...  from the 

Alert by pop -up menu in a device's Get Info window.  
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Probe File Header  

The header  of a probe file contains a formal description of the probe. It is defined using the following tags:  

   <header> ... </header>  

Header Part Format  

The header is composed of se veral parts. Each part has a name, and a corresponding value, written in this 

format:  

   part - name = "value"  

where value  is enclosed in double -quotes.  

Header Parts  

  type  
Describes the type of the probe file. InterM apper supports the following probe types:  

 builtin  
 tcp - script  
 custom - snmp  
 command - line  
 cmd - line  

For custom TCP probes use the  tcp - script  type.  

For custom SNMP probes use the  custom -snmp  type.  

For Command - line probes  use the  command - line  type.  

  package  
The first part of the probe's full identifier. Typically, the packa ge is made up of the domain 
name of the organization that created the probe, with the labels reversed.  

For example, all probes created by Dartware, LLC the package statement is as follows:  

   package = "com.dartware"  

The package part  guarantees that different organizations can create probes without concern 

that their probe identifiers will conflict.  

Note:  The combination of [package].[probe_name] together form the p robe's full identifier. 
(In the example below, the full identifier is "com.dartware.tcp.custom") By convention, the 
name of the file that holds the probe definition is the same as the probe's full identifier. 
This is not required, but it's a good idea.  

  probe_name  The second part of the probe's full identifier. The probe_name may be whatever string the 
creating organization chooses.  

  human_name  The string that appears in the Probe Type  pop -up menu. This string helps guides the user to  
select the probe for a particular device.  

  version  Provides a means to determine which probe file is the current one. The format of the version 
is "#.#".  

  address_type  
A comma -separated list of one or more address types. InterMapper implements "IP" and 
"AT".  
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  port_number  The IP port used by this probe.  
  display_name  

Specify the display_name to use with this probe, using forward s lashes to specify the 
heirarchy. To do this, add the following line to the <header> section of the probe:  

    display_name = "[top level]/[next level]/[next level"  

Example:  

   display_name = "Custom/Command - line"  

  url_hint  Assign a doubl e-click action within the probe (making it the pre -defined double -click action). 
To do this, add the following line to your <header> section of the probe:  

 url_hint = "url - to - invoke"  

 The following example would invoke the web brows er to the device's IP address and port  

 url_hint = "http://${address}:${port}"  

Sample Header Section  

This is a sample header from the Custom TCP script.  

<head er>  

   "type" = "custom - snmp"  

   "package" = "com.dartware"  

   "probe_name" = "snmp.example"  

   "human_name" = "Example SNMP probe"  

   "display_name" = "Miscellaneous/Example SNMP Probe"  

   "version" = "1.0"  

   "address_type" = "IP,AT"  

   "port_num ber" = "161"  

   "flags" = ""  

</header>  

Header Section of Custom SNMP Probes  

 The <header>  section of the probe file is similar to the  standard <header> section,  with the following 

differences:  

  The "type" for a Custom SNMP probe i s "custom -snmp".  
  There is a FLAGS=xxx,xxx command that takes the following optional items as parameters:  

  NOLINKS -  InterMapper will not poll links (interfaces) with SNMP  
  SNMPV2C -  InterMapper will use SNM Pv2c to poll the device  

  NOICMPFALLBACK -  InterMapper will not send an ICMP ping to a device if no SNMP responses 
return.  

 MINIMAL -  the probe queries onl y its own (specified) variables.  

Note: The old_protocol and old_script parts, added for backward compatibility, are deprecated, and are 
ignored in any older probes that use them.  
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Probe Files and File Names  

Probes files are saved in the Probes  folder of the InterMapper Settings  folder.  

The probe files are named with two parts separated by a period ("."). The parts are:  

 package name -  must be unique for each organization creating probe files.  
 
By convention, the package is composed of the organization's DNS domain name, with the segments 
reversed. Thus, the built - in probes for InterMapper all have a package of "com.dartware." Other 
organizations may create and share their own probes, since the file names will not collide. (T here is a 
31 character limit to Macintosh file names which must be observed.)  
 

 probe name  -  identifies the probe.  

For example, the built - in Custom TCP probe is defined in the file named:  

com.dartware.tcp.custom  

The probe's package name and probe name are defined in the probe definition's header section. Dartware 

recommends that you name the file with the combination of the package name and probe name, as shown 
above.  

The header section of  the probe definition in the example above contains these two lines:  

package = "com.dartware"  
probe name = "tcp.custom"  
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Probe File Description  

The Description section of a probe file contains text that will be displayed as a description of the probe in 
the Probe Configuration window. It is defined using the following tags:  

<description > ... </description>  

A sample is shown below. The description can be marked up with bold, italic, plain text. Underlined text 
becomes a link to an external URL, as described below.  

 

The Set Probe window, showing the description field. Note that the blue underlined links are actually links to the 
relevant RFC specifications.  

The description section is delimited by <description>  and  </descri ption>  tags. The entire text between 

those tags is placed into the probe configuration window.  
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The Markup Commands  

You can apply text styles to the description text using markup commands bracketed by backslash (" \ ") 
characters. Ther e may be many markup commands between a pair of \ ... \  characters. The  Example Probe 

File  shows a sample description section.  

Historical note:  Prior to InterMapper 4.0, the markup characters were « and » or &le; and &ge;. 
I nterMapper still accepts these characters, although we encourage everyone to use the  \ ... \  in new probe 
files as they're easier to type and will pass unchanged through all mail systems.  

How Markup Tags Are Applied  

 A markup commands applies to all text th at follows it.  
 Subsequent markup tags may add to or counteract a previous set of markup tags.  

Markup Tag Summary  

Tag    Action  
M    Set the font to Monaco (a monospaced font).  
G   Set the font to Geneva (a proportional spaced font).  
+    Increase the font size by one. Multiples ("++") increase the font size by the corresponding amount.  
-    Decrease the font size by one. Multiples are allowed.  

B    Set following text in bold.  
I    Set following text in italic.  
P   Set following text to plain. This undoes all other stylings  
U   Set following text to underlined. See Creating a link  section below for mak ing hyperlinks.  
!    Turn off a format that is on.  

digit    Set text color to one of the following:  
0: Black    4: Light blue  
1: Red    5: Green  
2: Blue    6: Orange  
3: Gray    7: Yellow  

 

Examples  

The following description text is rendered as shown:  

\ b\ Bold \ i \ Bold Italic \ !b \ Italic \ p\ Plain  Bold Bold Italic Italic  Plain  

\ M1++\ Big red monospace \ p\   Big red monospace  

\ 2U\ http://www.example.com \ p0\   http://www.example.com  

\ 2U=http://www.example.com \ Text Link \ p0\   Text Link  

Creating a link  

The last two e xamples above shows the script code required to create a link. In both example, " \ 2U\ " 
means "set the color to blue, underline the text."  

Special Cases:  

 If, as in the first of the two link examples above, the only text between the opening and closing tag s 
is a URL (e.g., http://www.example.com), InterMapper treats it as a link to that page.  

 If, as in the last link example above, the underline tag contains "=[URL]", the text following the 
backslash ("Text Link" in the example) appears as blue and underlin ed.  

 In both cases, clicking the text opens that page in a browser.  
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Probe Parameters  

A probe can have one or more parameters. These parameters are set by the user in the Set Probe window 
(shown below). They are used for specifying numeric thresholds or strings to be sent to or received from 
the device.  

The parameter  section of the defines a set of name/value pairs with the format:  

 "parameter name"=  "parameter value"  

Each parameter name/value appears in its own entry field in the Set Probe window.  

Probe parameters are accessed and used just like variables. They can be used in calculations, 
alarm/warning threshold s, and displayed in the status window. To refer to a parameter whose name 
contains one or more spaces, the name will need to be enclosed in curly braces. (Example: "${Seconds to 
wait}").  

Input Field Types  

Four types of input fields are available:  

 Text -  In put a text string  

 Password -  Input a text string, obscuring the characters  
 Dropdown -  Choose from a dropdown menu.  
 Checkbox -  Set a variable to true or false by selecting or clearing a check box.  

Text Fields  

This field type presents a simple text box for e ntering a string.  

 "Text" = "Text Value"  

The line above sets the variable ${Text}  

Password Fields  

You can create input parameters that conceal the string from casual view (so -called password parameters .) 

The data is  displayed as a line of asterisks ("*****") when a user types the password. To specify a 
password parameter, place a single asterisk ("*") after the name of the field, like this:  

 "Password*" = ""  

Note that the variable name remains ${Password*} and you h ave to refer to it as such in your script. The 

"*" is removed before displaying the name, so the above password parameter would appear as "Password" 
in the Set Probe window.  

Dropdown Fields  

You can create input parameter fields that present a dropdown menu  from which the user can choose from 

a number of choices.  

To create a dropdown field, use this syntax:  

 "Test[Equal,NotEqual] = "NotEqual" //Default value is Choice2  

The values between brackets define the choices available to the user. The value on right of the statement 

is the initial value of the dropdown field.  

You can use this parameter in expressions. The full variable is ${Test[Equal,NotEqual]}, and it returns the 
current value of the dropdown as selected by the user.  

<snmp- device - variables> alarm: (${Dropdown[Choice1,Choice2,Choice3]} != "Choice2") 

"It's not Choice2!" </snmp - device - variables>  

Check Box Fields  

To create a check box, use this syntax:  
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 "Checkbox[true,false]" = "true" //Default value is "true"  

You can use this parameter in expressions . The full variable is ${Checkbox[Equal,NotEqual]}, and it 
returns the current value of the check box as selected by the user  

Parameter Section Example  

This is an example parameter section  that demonstrates the use of the four types of input fields. The 

screenshot below shows how each input field type appears.  

<parameters> "Text" = "Text Value" "Password*" = "" 

"Dropdown[Choice1,Choice2,Choice3]" = "Choice2" "Checkbox[true,false]" = "true" 

</parameters>  

  

Probe Parameters  
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Probe Comments  

Comments in InterMapper probe files are quite similar to those in HTML. The  comments may be 
interspersed anywhere in a probe file.  

Note that HTML comments have a complicated syntax that can be simplified by following this rule:  

Begin a comment with " <! -- ", end it with " -- >", and do not use " -- " within the comment.  

Use this rule  with InterMapper as well.  

Example:  

<! --   

   This is a probe comment.  

   It spans several lines.  

   It contains no double - hyphens.  

-- > 

  

One - line Comments  

You can also use the comment indicator " -- " at the beginning of a line. The remainder of the line is  ignored.  

Example:  

--  This line is a comment  

Customizing Status windows  

If you are using a custom TCP or SNMP probe, you can override the default contents of pop -up Status 

windows. This is done using an optional section that defines data that will be added to the bottom of the 
Status window.  

Custom SNMP Probes  

Use the  optional <snmp - device - display>  section to describe the text that appears in a custom SNMP 

probe's Status window. Probe variables are replaced with their values in the Status window 's text.  

The default font for the Status window's text is a monospaced font, so alignment of text is straightforward. 
You can change the appearance of the text in the Status window using the markup commands of the  

Description  section.  

Here is a sample <snmp- device - display>  section. Note that the variables will be replaced with the values 

retrieved from the device.  

<snmp- device - display>  

\ B5\ Custom SNMP Probe \ 0P\  

\ 4\ ipForwDatagrams: \ 0\  ${ipForwDatagrams} datagrams/sec  

\ 4\ ipInHdrErrors: \ 0\  ${ipInHdrErrors} errors/minute  

\ 4\ tcpCurrEstab: \ 0\  ${tcpCurrEstab} connections  

</snmp - device - display>  

Custom TCP - Based Probes  

Use the optional  <script - output>  section to describe the text that appears in a TCP -based custom probe's 

pop -up Status window. The data in this section appears in the Status window when you click an d hold the 

device on the map. The format of this section is the same as the  <snmp- device - display>  section described 

above.  
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Custom SNMP Probes  

Using custom SNMP probes, you can monitor certain MIB variables that aren't tes ted by InterMapper's 

built - in probes. These MIB variables might include the CPU utilization of a router, temperature inside the 
equipment, switch closures, etc.  

Like other probes, custom SNMP probes are invoked and ret urn the status and condition string for the 
device being tested. Here's a summary of the operational flow of a custom SNMP probe:  

1.  InterMapper polls the device for the values (called  probe variables ) specified in the probe file as well 
as the device's buil t - in MIB variables (usually byte and packet rates for interfaces).  

2.  InterMapper also polls each interface for probe variables as needed.  
3.  InterMapper then evaluates a series of expressions in the probe file, comparing the probe variables t o 

thresholds.  
4.  If a comparison is triggered (generally, if the probe variable is above or below the given threshold), 

then InterMapper sets the device status as specified in the probe, if it is "worse" than the devices 
current status.  

5.  When the user clicks a nd holds on a device, InterMapper processes the relevant display  section to 
produce the text for the Status window.  

Custom SNMP probes follow the same general format as other probe files. The <description> and <parameter>  

sections work as described for other probe files.  The <header>  section of a custom SNMP probe file is similar to 

the  standard <header> section,  with a few differences. For more information, see   Header Section of 

Custom SNMP Probes .  

Each custom SNMP probe has:  

 An  -  Specifies which MIB variables to collect from the device  
 An  -  Specifies how those variables are to be tested against thresholds to determine the device's 

status  
 An  -  Specifies what information about the device and its links should be displaye d in the Status 

window  
 The  -  Specifies certain aspects of the SNMP queries sent to the device  

SNMP Probe Variables -  The  <snmp- device - variables>  Section  

Use the <snmp- device - variables>  section to specify the values you want to retrieve using a particular 

SNMP OID. These values, called  probe variables , can then be compared to thresholds to create alarms, 
warnings, etc.  

<snmp- device - variables>  Format  

Each line of the  <snmp- device - variables>  section defines a particular variable to be retrieved. The 

definition is composed of four comma -separated attributes:  

 Variable -name  
 OID  
 Type  
 Chart - legend  

For a complete description of  these variables, see Probe Variables . 

Sample <snmp- device - variables>  Section  

<snmp- device - variables>  

 -- Variable - name OID ---  TYPE ----  CHART LEGEND ------  

 ipForwDatagr ams, 1.3.6.1.2.1.4.6.0, PER - SECOND, "Forwarded datagrams"  

 ipInHdrErrors, 1.3.6.1.2.1.4.4.0, PER - MINUTE, "IP received header err"  

 tcpCurrEstab, 1.3 .6.1.2.1.6.9.0, DEFAULT, "Number of TCP conn's"  

 sysDescr, 1.3.6.1.2.1.1.1.0, DEFAULT  

</snmp - device - variables>  

Note:  The OIDs above have a trailing ".0" to specify their full OID.  
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Creating C omparisons  

Comparisons are evaluated in order from top to bottom until a comparison is triggered (result is true ). At 
that point, if the associated status is more severe than the device's current status, the device now uses its 
status and condition. No fur ther comparisons are made once one has triggered.  

When a comparison is triggered, it is written to the log file as well as being added to the bottom of the 
device's Status window. If the condition string is present, it is displayed in addition to the compa rison 
string.  

Numeric Comparisons  

The following numeric comparison operators are legal: >, >=, <, <=, = and !=.  

String Matches  

By default, InterMapper performs numeric comparisons.  

To com pare values as strings:  

 Enclose one or both of the operands in double -quotes ("). For example, the comparison  
 
warning: ${sysContact} != "Fred Flintstone"  

performs a string comparison because the name is enclosed in quotes.  
 Use the =~ a nd !~ operators to provide partial string matches. They perform "contains" and "doesn't 

contain" comparisons, respectively.  

Status Window Text -  The  <snmp- device - display>  Section  

Use the <snmp- device - display>  to control the way information gathered during polling appears in the 

Status window. Create a  <snmp- device - display>  section with the items to be displayed. For more 

information, see  .  

SNMP Query Settings -  The  <snmp- device - properties>  Section  

The <snmp- device - properties>  section specifies certain aspects of the SNMP queries sent to the device. 

Like other sections, it is closed with a </snmp -device -properties> tag. The items tha t may be set include:  

 nomib2="true"  -  InterMapper does not query the sysUptime MIB -2 variable  
 pdutype="get - request"  -  In terMapper uses SNMP Get -Request, instead of Get -Next -Request queries  
 apcups="false"  -  If apcups is false, InterMapper does not query the APC -UPS MIB even for devices 

that auto -detect as one.  
 maxvars="10"  -  maxvars controls the maximum number of variables to put in each SNMP request. If 

a custom probe requires more variables than maxvars, InterMapper sends multiple queries containing 

up to maxvars variables.  

<snmp- device - prope rties> nomib2="true"  

pdutype="get - request"  

apcups="false"  

maxvars="10"  

</snmp - device - properties>  
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Probe Variables  

InterMapper can retrieve MIB variables  from a device and then test them against thresholds. The <snmp-

device - variables> section defines the OIDs of MIB variables that are to be retrieved. These values are 

called probe variables and can then be compared to thresholds to create alarms, warnings, etc.  

Each line of the <snmp- device - variables> section defines a particular variable to be retrieved. The definition 

is composed of four comma -separated attributes: the variable's name, its OID, its Type, and an optional 
Chart legend. Their definitions are:  

 VariableName  is the name used to represent the particular MIB value in this probe. A VariableName 
consists of letters, digits and an underscore, and must begin with a letter. VariableNames are not 

case-sensitive. These variable names will be represente d in the probe as $VariableName . It is not 

necessary that a particular VariableName match the corresponding name in the MIB, although that is 
definitely convenient.  
 
Note:  Versions of InterMapper prior to 4.2 required that variable names be enclosed in cu rly braces, 
e.g., ${VariableName}. This not necessary in version 4.2 and later, and both forms are now identical.  

 OID  is the Object ID for the particular probe variable. Th e OID can be expressed as a string of dotted 
numbers or as an OID name, if the corresponding MIB has been imported into InterMapper. An OID 
can also be an expression, if the type is "CALCULATION" (see note below).  
 
Notes:  

 Calculation variables have a slightly different form, as described below.  
 See Probe Calculations  for a description of the functions and operators that are available in 

expressions.A scalar's OID must end in  ".0" according to the SNMP specifications. See SNMP 

OIDs  for a description of allowable formats for OIDs  
 See On-Demand SNMP  Tables  for a description of how your probe can display tabular 

in formation from a MIB.  
 When InterMapper retrieves a value, by default it issues an SNMP Get -Next -Request for the 

previous OID, unless the pdutype is set to "get - request" (see Probe Properties  for details.)  
 

 Type -  may be one of the following:  
 Default  -  InterMapper deduces an applicable type from the SNMP type of the variable and 

displays it according to the  "Format for DEFAULT types" table below.  

 Integer  -  values are coerced to a numeric value. If you have a string value returned "78Fred", 
the value as INTEGER will be 78.  

 Hexadecimal*  -  is displayed as "0x" followed by pairs of hex digits separated by a spa ce.  
 Hexnumber  -  converts a string of hexadecimal digits into a number. For example, a string 

value of "FE" would be converted to the number 254.  
 Double  -  converts a string to the corresponding floating point number. Thus a string of 

"5.678" will be repre sented internally as a floating point number between 5 and 6, and 
displayed  

 Total - value  -  displays the actual value of a counter or gauge, not a computed rate value. This 
will always be an unsigned number.  

 Per - second  and Per - minute  -  force InterMapper to  compute a rate for the particular variable 
by computing the difference between two successive samples and dividing by the elapsed 

time.  
 String*  -  sets a variable to the text string that corresponds to this OID's enumerated type, as 

defined in the MIB. (s ee below)  
 Calculation  -  sets the variable to the result of the calculation shown in the OID field.  
 TrapVariable  -  sets a variable based on the value received from an SNMP trap. A complete 

discussion of Trap Variables is available in About Custom SNMP Trap Probes . 
 
* STRING and HEXADECIMAL are both strings; they can't be charted.  
 
Format for DEFAULT types:  
 
If the variable is of type...  InterMapper will display it as:  

Counter32, Counter64  => Per -Second  
Unsigned32 (Gauge )  => Total -Value  

Integer  => Integer  
OctetString  => String (if first digit printable)  

or Hexadecimal (if not)  
Object ID  => String  
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IPAddress  => String  
TimeTicks  => String  

 Chart - legend  is an optional field that provides a text label to be pl aced on any strip charts that 
incorporate this variable. Chart legends may contain embedded variable names in the form 
$VariableName.  

Here is a sample <snmp- device - variables> section.  

<snmp- device - variables>  

 

   -- Variable - name OID ---  TYPE ----  CHART LEGEND ------   

   ipForwDatagrams, 1.3.6.1.2.1.4.6.0, PER - SECOND, "Forwarded datagra ms"  

   ipInHdrErrors, 1.3.6.1.2.1.4.4.0, PER - MINUTE, "IP received header err"  

   tcpCurrEstab, 1.3.6.1.2.1.6.9.0, DEFAULT, "Number of TCP conn's"  

   sysDescr, 1.3.6.1.2.1.1.1.0, DEFAULT  

   --  Non- polled values: --  Calculation variables are computed each poll time  

   SineValue, (10*sin(0.01*time())), CALCULATION, "10 * sin(0.01 * time())"  

</snmp - device - variables>  

Note: The OIDs above have a trailing ".0" to specify their full OID.  

Calculat ion Variables  

A Calculation type variable receives the result of an arithmetic expression. After all variables have been 
polled, InterMapper calculates the expression, and sets the value of its variable to the result. In the 

example above:  

SineValue, (10*s in(0.01*time())), CALCULATION, "10 * sin(0.01 * time())"  

The variable "SineValue" will be set to the value of the expression (10 * sin(0.01 * time()). This gives a 

sine wave that makes an attractive chartable value. Use "$SineValue" to r efer to the variable elsewhere in 
the probe.  

Macros  

InterMapper supports several macros that show information about a variable:  

 ${variablename}  or $variablename In a <snmp -device -display> section of a p robe file, an 
occurrence of a variable name (with or without the curly braces ({...}) will be replaced with its value, 
rounded to the nearest integer. For example, if a calculation variable has the value of 3.14159265, 
using it in the <display -output> sect ion will result in the value of "3"; if the variable had the value 

4.75 it would be displayed as "5". This value will be chartable, that is, clicking it will make a new strip 
chart, or dragging it will add it to an existing chart. The ipForwDatagrams variabl e defined above could 
be referred to in either of these forms:  
 

 ${ipForwDatagrams} or $ipForwDatagrams  

 ${chartable: xxx : yyy} In a <snmp -device -display> section of a probe file, the ${chartable: ...} 
macro controls the number of decimal places. There a re two parameters: a formatting string that 
indicates the number and placement of the digits near the decimal point, and the variable to be 
formatted. For example, if $var is 3.14159265:  
 

 ${chartable: #.## : $var } -- > 3.14  

${chartable: #.####### : $var } -- > 3.1415927  

 ${variablename:legend} In a <snmp -device -display> section of a probe file, the 
${variablename:legend} is replaced with the legend field defined for that variable in the <snmp -
device -variables> section. For example:  
 

 ${ipForwDatagrams:legend }  

 
would result in the string "Forwarded datagrams".  
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Enumerated Values  

Many MIBs use an integer to represent one of several states. For example, ifOperStatus 

(1.3.6.1.2.1.2.2.1.8.x) is defined in MIB -II as:  

INTEGER { up(1), down(2), testing(3) }  

This means that the value 1 represents the "up" condition; 2 represents "down"; and 3 represents 

"testing".  

 If you define a variable to retrieve this value as INTEGER or DEFAULT, the probe will display the value as a 
number. If you define it as a STRING, the p robe will use the MIB to find the string representation, and will 
set the variable to the value "up", "down", or "testing".  

If the OID or MIB name isn't defined (because the corresponding MIB hasn't been imported or because of a 
typo), the probe will displ ay the integer value.  
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 The  <snmp- device - thresholds>  Section  

Use the <snmp- device - thresholds>  section to specify the comparisons that should be made betwee n probe 

variables and other values.  

Each line in the threshold section contains a  status , a  comparison , and an optional  condition string  for 
probe variables. If the comparison is  triggered , (if the expression comparing the probe variable to a 
constant or other variable is true) then the device is changed to the corresponding status (if that exceeds 
its current status.)  

A threshold can be one of the following (they are case -sensitive):  

 unknown  
 okay  
 warning  

 alarm  
 critical  
 down  

Sample <snmp- device - th reshold>  Section  

<snmp- device - thresholds>  

   alarm: ${ipForwDatagrams} > 10 "ipForwarded datagrams too high"  

   warning: ${ipForwDatagrams} > 5  

   warning: ${ipForwDatagrams} <= 2  

   alarm: ${tcpCurrEstab} >= 1  

   critica l: ${ipInHdrErrors} > 15 "ipInHdrErrors critical"  

   alarm: ${ipInHdrErrors} > 10 "ipInHdrErrors too high"  

   warning: ${ipInHdrErrors} > 5  

</snmp - device - threshold>  
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Probe Calculations  

InterMapper can compute values from data retrieved from devices, including SNMP MIB variables,  round -
trip time, packet loss, availability, etc. The results of these computations can be compared to thresholds to 
set device status and indicate problems.  

InterMapper's Expression Syntax has the following features:  

 Supports arithmetic expressions using +, - , *, /, %, and unary minus.  
 Supports the use of parentheses to group sub -expressions for calculation first.  
 Stores all intermediate and final results as double -precision floating point numbers.  
 Supports relational operators <, >, <=, >=, =, <>, ==, !=. The value for TRUE is "1.0". The value 

for FALSE is "0.0".  
 Supports short -circuit logical operators 'and', 'or ', 'not' as well as &&,||,!,.  
 Supports variables and functions from a provided symbol table. Variables may use $var syntax or 

${var} syntax.  
 Supports b uilt - in functions for bitwise operations, rounding, and other common mathematical 

functions.  
 Supports embedded string comparisons and simple regular exp ression tests. A variable in double -

quotes will be treated as a string. All double -quoted strings are interpolated for variables in a Perl - like 
fashion. The use of + as the concatenation operator is supported.  

The set of capabilities are der ived from C, Perl, Excel, and expr(1).  

Reserved keywords  

 and  

 or  
 not  

Precedence Table (Least to Most)  

1.  Assignment: :=  
2.  Conditional Expression: ?:  
3.  Logical Or: 'or', ||  
4.  Logical And: 'and', &&  
5.  Equality Tests: ==, =, !=,  

6.  Relational Tests: <, >, <=, >=  
7.  Addition, Subtraction, Concatenation: +, -   
8.  Multiplication, Division, Modulo: *, /, %  
9.  String Matching: =~, !~  
10.  Unary: - , !, 'not'  

Built - in Numeric Functions  

 abs( x ) -  Absolute value of 'x'.  
 round (x),round(x,y) -  Round 'x' to nearest integer.  

 trunc( x ) -  Remove all digits after the decimal point; e.g. trunc( 3.987) = 3.  
 min( x1, x2, ... , xn ) -  Minimum value of x1, x2, ..., xn.  
 max( x1, x2, ... , xn ) -  Maximum value of x1, x2, ..., xn.  
 bitand( x, y ) -  Bitwise 'and' of 'x' and 'y'.  
 bitor( x, y ) -  Bitwise 'or' of 'x' and 'y'.  
 bitlshift( x, y ) -  Bits of 'x' shifted left by 'y' bits.  
 bitrs hift( x, y ) -  Bits of 'x' shifted right by 'y' bits.  
 bitxor( x, y ) -  Bitwise exclusive -or of 'x' and 'y'.  
 sin( x ) -  sine of 'x' where 'x' is in radians.  
 cos( x ) -  cosine of 'x' where 'x' is in radians.  
 tan( x ) -  tangent of ' x' where 'x' is in radians.  
 pi() -  value of PI (e.g. 3.14159...)  

 pow( x, y ) -  'x' to the power of 'y'.  
 sqrt( x ) -  square root of 'x'.  
 exp( x ) -  e to the power of 'x', where e is the base of the natural logarithm s. 
 log( x ) -  natural logarithm of 'x'.  
 log( x, y ) -  logarithm of 'x' to base 'y', e.g. log( 100, 10) = 2  
 time() -  Time in seconds since 1 January 1970 UTC.  
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Built - in String Functions  

 defined (str) -  Returns a non -zero value (1) if the variable name specified in the input string is 
defined.  

 strlen (str) -  Returns the length in bytes of the string 'str' or the combined length of all string 
arguments.  

 sprintf ( fmt, ...) -  Returns formatted string using format specifier 'fmt'. Format specifier 'fmt' contains 
format codes that begin with '%'.  

 strftim e( fmt, [secs]) -  Returns formatted date/time string using format specifier 'fmt'.  

 strptime ( str, fmt ) -  Returns the number of seconds since UTC 1970 represented by the given 
date/time string, as interpreted usi ng the specified format code.  

 subid (oid, start, length) -  Gets the specified length sub -OIDs from a given OID string, starting from 
index start (the index starts from 0).  

 ( str, offset, len )  
 unpack ( binary str, fmt )  

Function Descriptions  

defined  

FUNCTION defined(variable:STRING):INTEGER;  

Returns a non -zero value (1) if the variable name specified in the input string is defined (it has alrea dy 
been assigned a value).  

Examples:  

$var1 := 1; defined("$var1") == 1 defined("$var2") == 1 ? "$var2 is defined" : "$var2 is 

undefined"  

round  

FUNCTION round(x:DOUBLE, y:INTEGER):DOUBLE;  

FUNCTION round(x:DOUBLE):INTEGER;  

Rounds a given double value ( x ) to the nearest integer or to the given number of decimal places ( y ).  

Examples:  

round(8.6) -- > 9 round(3.14159, 3) = 3.142  

  

strlen  

FUNCTION  strlen(str[, ...])  

Returns the length of the string str  in bytes.  
Returns the combined length of all string arg uments in bytes.  

Examples:  

strlen( "Dartware" )  -- > 8  

strlen( "Dartware", "2000" )  -- >  12 
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sprintf  

FUNCTION  sprintf( fmt, ... )  

Returns formatted string using format specifier fmt . Format specifier fmt  contains format codes that begin 
with '%'. The fo llowing format codes are supported:  

 c -  Formats numeric argument as ascii character  

 d -  Formats numeric argument as decimal integer  
  o -  Formats numeric argument as octal integer  
 x -  Formats numeric argument as hexadecimal number (lower case)  
 X -  Forma ts numeric argument as hexadcimal number (upper case)  
  u -  Formats numeric argument as decimal integer (unsigned)  
 s -  Formats argument as an ascii string (NUL terminated)  
 a -  Formats argument as a hexadecimal string with bytes separated by ':'  
 f -  Forma ts numeric argument as floating point (fixed precision)  
  e -  Formats numeric argument as floating point (scientific notation)  
  g -  Formats numeric argument as floating point (easy to read)  
 % -  Prints a percent sign  

The general specification for a format  code is:  

% [ - ] [<width>] [. <precision> ] <code>  

String Formatting  

For string data using %s, the width specifies the minimum width of the output field, and the precision 
specifies the number of characters to output. If the number of output characters is  less than the minimum 

field width, the output is padded with spaces.  

Example:  

 sprintf( "%10s", "Dartware" )    Results in "    Dartware"  

sprintf( "%s", "Dartware" )  

   Results in "Dartware"  

The default alignment is to the right; so padding is added to  the beginning of the string. To left align the 

output of %s, you need to include a ' - ' immediately following the '%':  

 sprintf( "% - 10s", "Dartware" )  

    Results in "Dartware   "  

sprintf( "% - 10.4s", "Dartware" )  

    Results in "Dart      "  

Integer Format ting  

Integers format similar to strings, except the <precision> field specifies the maximum field width, and this 

is enforced by padding with 0's if necessary.  

 sprintf( "%5d", 12 )  

   Results in "    12"  

sprintf( "% - 5d", 12 )  

   Results in "12    "  

sprint f( "%6.5d", 12 )    Results in "  00012"  

sprintf( "% - 2X", 15 )  

   Results in "F  "  

sprintf( "% - 2.2x", 15 )  

   Results in "0f"  
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Floating Point Formatting  

The floating point format codes use the <precision> field to specify the number of decimal places fol lowing 
the decimal point. %f uses the format '[ - ]ddd.ddd', and %e uses the format '[ - ]d.ddde+ -dd'.  

sprintf( "%f", 1/2 )    Results in "0.500000"  

sprintf( "%5.3f", 1/2 )    Results in "0.500"  

sprintf( "%e", 1/2 )    Results in "5.000000e - 01"  

sprintf( "% g", 1/2 )    Results in "0.5"  

Address Formatting  

The %a format code outputs a string in hexadecimal.  

sprintf( "%a", " \ x01 \ x02 \ x03" )  

   Results in "01:02:03"  

sprintf( "%a", "Dartware" )  

   Results in "44:61:72:74:77:61:72:65"  

strftime  

FUNCTION  strftime( fmt [, time] )  

Returns formatted date/time string using format specifier 'fmt'. Format specifier 'fmt' contains format codes 
that begin with '%'. If a time argument is provided, it must be in seconds since UTC 1970. If no time 
argument is provided, it defa ults to the current time. The following format codes are supported on all 
platforms:  

  a -  Abbreviated weekday name  
  A -  Full weekday name  
 b -  Abbreviated month name  
  B -  Full month name  
  c -  Date and time formatted something like "Tue Feb 06 10:25:22 2 007"  
 d -  Day of month (01 -31)  
 H -  Hour number (00 -23)  
  I -  Hour number (01 -12)  
 j -  Day of the year number (001 -366)  
  m -  Month number (01 -12)  
  M -  Minute number (00 -59)  
  p -  "AM" or "PM"  

  S -  Second number (00 -61)  
 U -  Week of the year number (00 -53). First Sunday is day 1 of week 1.  
 w -  Weekday number (0 -6). Sunday is 0.  
 W -  Week of the year number (00 -53). First Monday is day 1 or week 1.  
  x -  Date.  
  X -  Time.  
  y -  Two -digit year number (00 -99)  
 Y -  Year with century (e.g. 2007)  
 z -  Time zon e.  
 % -  Prints a percent sign  

The strftime function is implemented using the identically named function in the underlying system. Other 

format codes may work, but these are not portable.  

strftime( "%c")  

   Results in "Tue Feb 6 11:19:24 2007"  

strftime( " %Y- %m- %d", 1170778895)  

   Results in "2007 - 02- 06"  
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strptime  

FUNCTION  strptime( str , fmt )  

Returns the number of seconds since UTC 1970 represented by the given date/time string, as interpreted 
using the specified format code. Basically, this function ca n be used to parse dates.  

This function uses the same underlying format codes as strftime.  

Example:  

strftime( "%Y", strptime( "1990", "%Y"))    Results in "1990"  

subid   

FUNCTION  subid(oid, start, length)  

 Gets the specified length sub -OIDs from a given OID string, starting from index start (the index starts 

from 0). When the start index is negative, it will be counted from the end of the OID string.  

Examples:  

subid("1.3.6.1.2.1.4.20.1.1.10.10.2.20", 0, 2) -- > "1.3" 

subid("1.3.6.1.2.1.4.20.1.1.10.10.2.20" , - 4, 4) -- > "10.10.2.20" 

subid( \ "1.3.6.1.2.1.4.20.1.1.10.10.2.20 \ ", 0, 2) -- > \ "1.3 \ " 

subid( \ "1.3.6.1.2.1.4.20.1.1.10.10.2.20 \ ", - 4, 4) -- > \ "10.10.2.20 \ " 

subid( \ "1.3.6.1.2.1.4.20.1.1.10.10.2.20 \ ", 4, 4) -- > \ "2.1.4.20 \ " 

subid( \ "1.3.6.1.2.1.4.20.1.1.10.10 .2.20 \ ", - 2, 4) -- > \ "2.20 \ " subid( \ "1.3.6 \ ", 3, 4) -- > \ " \ " 

subid( \ "1.3.6 \ ", 2, 4) -- > \ "6 \ " subid( \ "1.3.6 \ ", - 4, 4) -- > \ "1.3.6 \ " subid( \ "1.3.6 \ ", - 2, 4) -

- > \ "3.6 \ "  

substr  

FUNCTION substr( str :STRING,  offset :INTEGER):STRING;  

FUNCTION substr( str :STRING,  offset :INTEGER,  length :INTEGER):STRING;  

  Extract a substring out of str and return it. The substring is extracted starting at offset character s from 
the start of the string.  

 If offset is negative, the substring starts that far from the end of the string instead; length indicates 
the length of the substring to extract.  

 If length is omitted, everything from offset  to the end of the string is ret urned.  
 If length is negative, the length is calculated to leave that many characters off the end of the string. 

If neither offset nor length is supplied, the function will return str . (See Perl substr ).  

Examples:  

substr( "0123456789", 7)     -- >   "789"  

substr( "0123456789", 4, 2)  -- >   "45"  

substr( "0123456789", 4, - 2) -- >  "4567"  

substr( "0123456789", - 2, 1) -- >  "8"  
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unpack  

 FUNCTION unpack( str :STRING,  format :STRING):VALUE  

Take a string str  representing a data value and convert it into a scalar value. The format string specifies 
the type of value to be unpacked. (See perl unpack ).  

 If the input string is shorter than the expected number of bytes to be unpacked, treat the input string 

as if it is padded with zero bytes at the end.  
 
unpack(" \ 1\ 2\ 3", ">L")   
 
is the same as  
 
unpack(" \ 1\ 2\ 3\ 0", ">L")  

 If the input string is longer, the remaining bytes in the input are ignored.  
 If the endian modifier is not supplied, we will use the target platform's byte order (little endian on 

Windows, big en dian on Mac).  
 If format specifier is not supplied, the function will return str . 

 

Format 

specifier  
Description  

c signed character value (1 byte)  

C unsigned character value (1 byte)  

l  signed long value (4 bytes)  

L unsigned long value (4 bytes)  

s signe d short value (2 bytes)  

S unsigned short value (2 bytes)  

#B a base64 string (all bytes) (non -standard; Bill made 
up this format specifier)  

> big -endian modifier  

< little -endian modifier  

H unpacks  the value as an integer (up to 32 -bits).  

#H unpacks the value as a string.  

Examples:  

unpack( " \ 1", "c")         -- >    1  

unpack( " \ 1\ 2\ 3\ 4", ">L")  -- >    16909060  

unpack( " \ 1\ 2\ 3\ 4", "<L")  -- >    67305985  

unpack( "BS64", "#B")      -- >    "..." (where "..." is " \ x5 \ x2e \ xb8")  

unpack( " \ 1\ 2\ 3", ">L")    -- >    16909056  

  

Note:  This is a simplified version of unpack(), which only supports one format code; the expression 
language doesn't support multiple return values.  
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Probe Properties  

The <snmp- device - properties>  section specifies certain aspects of the SNMP queries sent to the device. 

Like other sections, it is closed with a </snmp -device -pro perties> tag. For example:  

<snmp- device - properties>  

   nomib2="true"  

   pdutype="get - request"  

   apcups="false"  

   maxvars="10"  

</snmp - device - properties>  

The properties that may be set include:  

 nomib2="t rue"  --  InterMapper does not query the sysUptime MIB -2 variable.  
 pdutype="get - request"  --  InterMapper uses SNMP Get -Request, instead of G et -Next -Request 

queries.  
 apcups="false"  --  If apcups is false, InterMapper will not query the APC -UPS MIB even for devices 

that auto -detect as one.  
 maxvars="10"  --  maxvars controls the maxim um number of variables to put in each SNMP request. 

If a custom probe requires more variables than maxvars, InterMapper sends multiple queries 
containing up to maxvars variables.  
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Displaying SNMP Tables i n Custom Probes  

Introduction  

 Many devices store information in SNMP tables. InterMapper can retrieve this tabular information and 
display the data "on demand", that is, when requested by user action. When you view a table, InterMapper 
retrieves the inform ation from the device immediately and displays it in a separate window. The 
information in an on -demand window is not part of the regular polling cycle, nor is it refreshed until you 
specifically request it. The image below shows a sample on -demand window.  

 

 On-demand tables are useful for digging down into a device when you suspect there might be a problem. 
You can create on -demand tables to view a routing table, ARP table, or other statistics that  that are kept 
within tables.  

Background on SNMP Tables  

 The SNMP protocol provides access to two types of variables:  

 Scalar variables  contain single values such as strings (that could represent system description or 
firmware version), integers (number o f interfaces), counters (number of errors), gauges (CPU 
temperature and memory utilization), etc.  
 Table variables  hold information about similar entities within a device. These entities could be 
interfaces in a router or switch, users associated with a wi reless access point, virtual machines in a 
server, etc. Each entity's information is represented by a row, whose columns are variables (which 

are themselves scalars) that hold information about the entity. A row is often called an "entry" in a 
MIB; each co lumn is specified by an OID prefix plus a unique index that specifies a particular row.  

 For example, MIB -II defines a table named "ifTable" that gives information about a device's interfaces. An 
outline of ifTable looks like this:  

 

+ ifTable  

 + ifEntry [ifIndex]  

 -  ifIndex "Interface Index"  

 -  ifDescr "Description"  

 -  ifType "Link type"  

 -  ifSpeed "Link speed"  

 -  ifPhysAddress "MAC Address"  

 -  ifOperStatus "Operational status"  

 -  ifAdminStatus "Administrative status"  

 -  ... and so on...  

 Here's how to interpret this information. The ifTable  is composed of a sequence of ifEntry s which form the 
rows of the table. Each row (each ifEntry ) has a number of variables: we show only some of them, starting 

with ifIndex and ending with ifAdminStatus. These variables become the columns of each row.  
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The image above shows the window of an on -demand table for ifTable. The columns match the variables 
mentioned above. The window also shows the number of rows in the table (at lower left), the time the data 
was ret rieved, and the Refresh button to retrieve current data.  

Table Indexes  

Each row of an SNMP table has a unique index. The index for ifTable is the "interface index", that loosely 
represents the port number of the interface. Individual values are represente d by the column name 

followed by its index. For example: ifSpeed.3 (or the OID 1.3.6.1.2.1.2.2.1.3) would represent the 

ifSpeed for row 3 of the table. The "column name" is ifSpeed (1.3.6.1.2.1.2.2.1), and the index is the ".3".  

Table Syntax  

 An on -demand t able in a custom SNMP probe mirrors the outline above. Its definition consists of a 
sequence of lines of comma -separated values defining the variables of one or more tables:  

<snmp- device - variables - ondemand>  

 ifTable, .1, TABLE, "Information about the phys ical interfaces"  

 ifTable/ifIndex, 1.3.6.1.2.1.2.2.1.1, DEFAULT, "Interface Index" <! --  using OID for column -- >  

 ifTable/ifDescr, 1.3.6.1.2.1.2.2.1.2, DEFAULT, "Description" <! --  using OID for column -- >  

 ifTable/ifType, 1.3.6.1.2.1.2.2.1.3, STRING, "L ink Type " <! --  using OID for column -- >  

 ifTable/ifSpeed, 1.3.6.1.2.1.2.2.1.5, DEFAULT, "Link Speed" <! --  using OID for column -- >  

 ifTable/ifPhysAddress, ifPhysAddress, HEXADECIMAL, "MAC Address" <! --  using column name from 

MIB -- >  

 ifTable/ifOperStat us, ifOperStatus, STRING, "Opn'l" <! --  using column name from MIB -- >  

 ifTable/ifAdminStatus, ifAdminStatus, DEFAULT, "Admin" <! --  using column name from MIB -- >  

</snmp - device - variables - ondemand>  

This example shows an on -demand table for ifTable. It is enclosed in <snmp -device -variables -ondemand> 
and </snmp -device -variables -ondemand> tags. The remainder of the table is composed of comma -
separated lines describing each variable.  

  The first line creates a table. The first field is the table's name that ca n be used to represent the 
table elsewhere in the probe file. The second field should be ".1". The third field ("TABLE") indicates 
that this is a new table. The fourth field is a human -readable description that is displayed in the on -
demand window.  
  The r emaining lines follow the format of <snmp -device -variables>. See their page for more 

information. The names in the first column contain the table name, a "/", and the name for the 
column.  
  The next four lines define variables (ifIndex, ifDescr, ifType and ifSpeed) that are to be columns of 
the table. They are defined using the numeric OID that represents the column for those values.  
  The final three lines define ifPhysAddress, ifOperStatus, and ifAdminStatus. They are defined using 
the name of the column f rom the MIB. This is entirely equivalent to writing out the full numeric OID.  

The tables described here are available as the SNMP/Table Viewer probe that's built into InterMapper. In 
addition, the probe file is available on the Table Viewer page of this man ual.  
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Augmenting Tables  

 Certain MIB's define a table that "augments" another table. This simply means that the augmenting table 
uses the same index variables as another table. Since the index variables are the same, you can visualize 
this as adding column s to an existing table.  

For example, in the IF -MIB, the ifXTable augments ifTable, providing a number of useful additions.  

 InterMapper's table syntax easily supports mixing columns from one or more tables that share the same 
table definition:  

<snmp- devic e- variables - ondemand>  

ifXTable, .1, TABLE, "Extended ifTable"  

ifXTable/ifIndex, IF - MIB::ifIndex, DEFAULT, "Interface index"  

ifXTable/ifDescr, IF - MIB::ifDescr, DEFAULT, "Description"  

ifXTable/ifName, IF - MIB::ifName, DEFAULT, "Name" <! --  ifXTable -- >  

if XTable/ifAlias, IF - MIB::ifAlias, DEFAULT, "Alias" <! --  ifXTable -- >  

ifXTable/ifType, IF - MIB::ifType, STRING, "Link Type "  

ifXTable/ifSpeed, IF - MIB::ifSpeed, DEFAULT, "Link Speed"  

ifXTable/ifHighSpeed, IF - MIB::ifHighSpeed, DEFAULT, "Mbit/sec"  

ifXTable/i fPhysAddress, IF - MIB::ifPhysAddress, HEXADECIMAL, "MAC Address "  

ifXTable/ifOperStatus, IF - MIB::ifOperStatus, STRING, "Opn'l"  

ifXTable/ifAdminStatus, IF - MIB::ifAdminStatus, DEFAULT, "Admin"  

</snmp - device - variables - ondemand>  

In the example, ifName and i fAlias come from the ifXTable while the others are part of ifTable. Yet they all 
can be shown in the same on -demand window.  

 Derived Variables  

 Certain SNMP equipment uses the value of one of more columns as part of the row index. In many cases, 
the column  itself is not accessible, and thus cannot be queried directly.  

InterMapper has a facility that allows you to derive the values of these columns from the index itself, even 

from columns that are not accessible. The notation oid[a:b]  means to fetch the OID  oid  and compute the 

value from the index:  

 [a:b] means start with the a'th subid and collect b subids. [a:] means start with the a'th 

subid and collect the remaining subids  

 Here is an example of retrieving the four columns of ipNetToMediaTable. Note th at the table has been 
given the name "ARPTable", although the OID is ipNetToMediaEntry.  

<snmp- device - variables - ondemand>  

 ARPTable, .1, TABLE, "Map from IP addresses to physical addresses."  

 ARPTable/ipNetToMediaIfIndex, ipNetToMediaType[0:1], DEFAULT, " Interface index"  

 ARPTable/ipNetToMediaNetAddress, ipNetToMediaType[1:4], DEFAULT, "IP Address"  

 ARPTable/ipNetToMediaPhysAddress, ipNetToMediaPhysAddress, HEXADECIMAL, "MAC Address"  

 ARPTable/ipNetToMediaType, ipNetToMediaType, STRING, "Type"  

</snmp - device - variables - ondemand>  

 When InterMapper displays table, it will retrieve only two columns: ipNetToMediaPhysAddress and 
ipNetToMediaType. It then uses the OID of ipNetToMediaPhysAddress to derive the values of 
ipNetToMediaIfIndex and ipNetToMediaNetAdd ress.  

Here's how this works. The ipNetToMediaTable is defined to use two index values:  

  ipNetToMediaIndex (the row number of the interface)  
  ipNetToMediaNetAddress (the IP address of the device)  

This means that the full OID used to retrieve an item from  the table is its prefix followed by the ipNetToMediaIndex 
followed by ipNetToMediaNetAddress.  

The notation ipNetToMediaType[0:1] returns the single value that immediately follows the OID of 
ipNetToMediaType (this is in fact the index); ipNetToMediaType[1: 4] returns the following four values, 

which comprise the IP address used in the index.  
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Displaying On - demand Tables  

 After you define a TABLE variable in the "ondemand" section of the probe, you can specify that status 
window should display a link to the on demand window. To do this, add the variable name to the <snmp -
device -display> section of the probe:  

<snmp- device - display>  

 ...  

 $ARPTable  

</snmp - device - display>  

 The status window displays the table name as a hyperlink. Clicking on the hyperlink opens the on -demand 
table window shown at the top of the page.  

 If you want to replace the default table name displayed with your own text, you can specify the "alternate 
text" in the expanded variable form:  

<snmp- device - display>  

 ...  

 ${ARPTable:View the enti re ARP Table}  

</snmp - device - display>  

Limitations  

 You cannot use CALCULATION variables in a "ondemand" table. This is an implementation detail; 

CALCULATION types are not yet implemented.  
 On-demand variables must be in table form with a "/" in the variable  name.  
 You cannot query tables in the regular <snmp -device -variables> section.  
 You cannot reference on -demand tables defined in other probes.  
 You cannot specify non -accessible MIB variables by their symbolic OID. Instead, use the "derived 

values" syntax to  determine the correct index -derived OID expression.  
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Specifying SNMP OIDs in Custom Probes  

Introduction  

InterMapper supports two kinds of OID's: Numeric and Symbolic. The Symbolic OIDs become available 
when  a MIB has been imported into InterMapper.  

In addition, InterMapper supports three kinds of OID expressions: Get -Next, Trap -Conditional, and Index -
Derived.  

Numeric OID's  

 Numeric OID's contain only numbers separated by periods. Preceding periods are ignore d. A trailing period 
is allowed if there is only one subid.  

 Examples:  

.1  

1.  

1.3.6  

 Invalid examples:  

1 (no period)  

1.3.6. (trailing period but with multiple subids)  

1.3.6.blah (not numeric)  

1.3.6.1.2.1.system.sysUpTime.0 (not numeric)  

 Unlike Net -SNMP, InterMapper ascribes no special meaning to OID's that begin with a period; all numeric 
OID's are considered absolute.  

 Errors in numeric OID's are reported by the system to the Event Log when the error is in a custom probe. 

The error message will have the form:  

Syntax error in OID "1.3.6.1..1.2"  

Symbolic OID's  

 A symbolic OID begins with a letter, after ignoring any preceding periods. InterMapper must be able to 
locate a MIB file that defines the symbols used.  

 There are three types of symbolic OID's:  

1.  Simp le symbols specify a starting symbol and zero or more trailing subid's.  
2.  Relative symbols specify a starting symbol and one of more subid symbols.  
3.  Scoped symbols specify the name of the MIB, the scope operator ::, followed by a simple or relative 

symbol.  

 Relative and scoped symbols are handy when a symbol is ambiguous, i.e. the same symbol name is 
defined differently in two separate MIB files. You should prefer the scoped OID form, when possible.  

 Symbolic names are case -sensitive.  

 Examples:  

Simple: sysUpT ime  

        sysUpTime.0  

        enterprises.9.2.3.4.5  

 

Relative: system.sysUpTime  

          system.sysUpTime.0  

 

Scoped: SNMPv2 - MIB::sysUpTime  

        SNMPv2- MIB::system.sysUpTime.0  
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 Invalid Examples:  

Simple: sysUpTiime (misspelled; not found)  

        sysupTime (wrong case)  

        sys%pTime (disallowed character %)  

        sysUpTime.0. (bad; trailing period)  

 

Relative: system.ifIndex (bad; ifIndex isn't under system)  

 

Scoped: SNMPv2 - MIB.sysUpTime (bad; must use :: for scoped OID)  

        IF - MIB::sysUpTime (bad; wrong MIB module for sysUpTime)  

 Errors in symbolic OID's are reported by the system to the Event Log when the error is in a custom probe. 
The error message will have the form:  

Syntax error in OID "sys%pTime"  

 Limitations of Symbolic OI D's  

1.  Symbolic OID's will only work if the necessary MIB file is loaded into InterMapper. If InterMapper 
cannot resolve the symbolic OID using a MIB file, this is considered a syntax error in the symbolic 
OID. At this time, there is no way to bundle a MIB fi le with a probe as one file; this is a future 

direction.  
2.  It may happen that two or more MIB files define the same symbol. When this happens, InterMapper 

may pick the wrong definition. You can avoid this by using the scoped OID form.  

Get - Next OID Expression s 

 InterMapper has a special syntax for "get -next" style OID's -  attach a + to the end of the OID.  

 Normally, when you specify a variable to query in a custom SNMP probe, you specify the complete OID, 
including the instance. For example, you might specify "sysUpTime.0" or "ifInOctets.13". For sysUpTime, 
the .0 specifies the (only) instance. For ifInOctets, the .13 specifies the value for ifIndex 13.  

 There are occasions when you want to query a variable using a preceding OID. For example, you might 
want to query the value of ifInOctets for the first interface, but you can't assume the ifIndex of the first 
interface is 1. Here's how you would specify the OID:  

ifInOctets+  

 To retrieve the value of ifInOctets for the interface whose ifIndex follows 13, specify  the OID with a plus:  

ifInOctets.13+  

 The plus sign must immediately follow the OID. Technically, it's not part of the OID, but considered an 
operator in InterMapper's OID expression language.  

 Note: Get -Next OID expressions will not work for custom SNMP probes that specify get - request queries.  
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Trap - Conditional OID Expressions  

 Trap -conditional OID expressions allow you to assign a variable only when it occurs in the varbind list of a 
certain trap. For example, you might want to set the value of your probe 's "sysUpTimeCrashed" variable to 
value of the "sysUpTime.0" variable included in the varbind list of a "systemCrashed" trap. However, you 
don't want to set "sysUpTimeCrashed" when you see the sysUpTime.0 value in any other received trap. To 

restrict the a ssignment of sysUpTime.0 to only the systemCrashed trap, you need to specify both the 
systemCrashed trap OID and the sysUpTime.0 OID using the ?: operator. This combination is called a 
"Trap -Conditional" OID, or "Trap OID" for short.  

 Examples:  

systemCrash ed?:sysUpTime.0  

sysTrapOID?:sysContact  

SOMEMIB::sysTrapOID.1?:SMIv2 - MIB::sysContact  

 Supported in 4.4, the legacy format for trap OID's is a numeric OID followed by an OID:  

1.3.6.1.2.1::sysUpTime.0  

 The legacy format does not allow use of a symbolic na me for a trap OID; this conflicts with the scoped 

format above. The use of :: for Trap -conditional OID expressions is deprecated. Please use ?: in the future.  

Index - Derived OID Expressions  

 When querying tables from SNMP devices, it is often useful to assi gn the value of a variable from a row's 
OID index. This technique will work even if the values used to index the row have an access of "not -
accessible".  

 Take ipNetToMediaTable as an example. This table is indexed by two variables: ipNetToMediaIfIndex and 
ipNetToMediaNetAddress. The other two variables in this table are ipNetToMediaPhysAddress and 
ipNetToMediaType. Since the format of the table's row index is known, you only need to query 

ipNetToMediaPhysAddress and ipNetToMediaType; you can derive ipNetToM ediaIfIndex and 
ipNetToMediaNetAddress from the index value.  

 To specify the value of an OID, derived from another OID, you can use the Index -Derived OID Expression.  

 Examples:  

ipNetToMediaType[0:1]  

ipNetToMediaType[1:4]  

ipNetToMediaType[1:]  

 In this ex ample, the notation <oid> [a:b]  means to fetch the OID <oid> and retrieve the value from the 
subid's of the index as follows:  

[a:b] means to start with the a'th subid and collect b subid's.  

[a:] means to start with the a'th subid an d collect the rest.  

subid's use zero - based indexes.  

 Index -derived OID expressions are only valid when querying SNMP tables.  
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Alarm Points  

InterMapper can also monitor multiple conditions within a single device (e.g., a single pie ce of hardware) 
and give separate, independent notifications for each. For example, it can send notifications for a high 
temperature alarm independent of a low -memory condition in the same device.  

Each of these conditions is called an "alarm point". InterM apper's custom SNMP probe facility allows you to 
define multiple alarm points for a device, along with their thresholds and the notifications to be sent.  

InterMapper tracks the state of each alarm point separately. Alarms on one point will not affect the s tatus, 
logging, or notifications of any other alarm point. However, the visual appearance of a device will reflect 
the most serious condition of any of its contained alarm points.  

Alarm points have the following five severities. Each severity is assigned a  color for quick visual 
identification.  

Severity  Color  Description  
Clear  Green  Nothing exceptional to report  
Minor  Yellow  Device has departed from its normal "clear" state  
Major  Orange  Device's operation is significantly affected  

Critical  Solid Red  Dev ice's operation is seriously degraded  
Down  Blinking red  Device is unresponsive, actual state is not known  

Every time an alarm point changes from one severity to another, InterMapper will:  

  Log the new condition to the log file.  
  Send a notification usin g the existing InterMapper notifiers, including sounds, e -mail, paging modem 

or SNPP, or running scripts.  

Alarm Points -  What the User Sees  

InterMapper displays devices with alarm points much the way it shows "regular" devices. A device's icon 

will be colo red according to the most serious condition of all its alarm points.  

Note that these colors correspond closely with InterMapper's OK/Warning/Alarm/Down coloring. The Critical 
state is new, and gets a solid red color to indicate that it's "worse" than the o range Alarm or Major 
severity.  

A device's icon takes on the color of its most serious alarm point. For example, a device with two alarm 
points, one in Critical and one in Minor severity will be colored a solid red.  

Acknowledgements  

Acknowledging an alarm l ets the operator indicate that they know about a problem and that they are 

working on it. An acknowledgement blocks further notifications for that alarm, and colors the icon blue to 
show that, although the problem remains, someone has taken responsibility for it.  

The blue acknowledged color makes it easy to see new problems at a glance. When all icons are green 
(working properly) or blue (in alarm, but being worked on) any new alarm will show up as a yellow, 
orange, or red icon.  

Alarm points can be acknowle dged independently. That is, acknowledging one point does not affect the 
state of other alarm points. Acknowledging an alarm point leaves the device's color set to its most serious 
un -acknowledged alarm point. When all alarm points have been acknowledged, the device icon turns blue.  
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The Acknowledge window for devices 
with alarm points will look much like the 
current Acknowledge window, with these 
differences:  

  When acknowledging one device, 

th e Acknowledge window will 
display a list of the alarm points, 
sorted in order of severity. The 
operator may select one, many, or 
all the alarm points to 
acknowledge at a single time.  

  The operator may select one, 
many, or all the alarm points of a device and acknowledge them at the same time.  

  Selecting multiple devices and acknowledging them at once acknowledges each alarm point of each 
device in that one action.  

  The Acknowledge window also contains a text field that is used to enter a comment about who is 
acknowledging the alarm, and why.  

 

Notifications  

 

Alarm points can use the same notification settings as the device, or they can have independent 
notifications. That is, each alarm point's set of notifications can be separate from any others, and each 
t ransition to a new severity can have its own notification.  

Notifications for alarm points follow the current InterMapper scheme of sending the notification to an 
identity. Each identity is configured to use a single notification method (sound, e -mail, mod em paging, 
SNPP, running a script, etc.) to send the desired message.  

Alarm point notifications can have independent repeats, delays, and counts, as well. They are defined in the 
probe file as described in the Alarm Point Not ifier List  section.  

Log File Messages  

 

InterMapper writes messages to the Event Log file for individual alarm point actions. The entries will be 
written on a change of severity, for notifications, acknowledgements, or for maintenance mode changes. The 
lin es will have tab -delimited fields in this order:  

 Date - time  Date and time the entry was made into the log file  
 Severity  A four or five -character severity of the event (clear, minor, major, crit, unkn)  
 Identity  The identity of the alarm point, with the map, device, and the alarm point names separated 

by colons. (e.g., MapName:DeviceName:PointName)  
 Explanatory - text  The condition string or result -description of the alarm point  

Configuring Alarm Points  

Alarm points are configured in a Custom SNMP Probe. The deta ils are contained in the Alarm Point Format  
section of the manual.  
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Alarm Point File Format  

Alarm points are defined in the <snmp -device -alarmpoints> section that contains several lines of  the 
format:  

  name: severity (condition - to - test) Condition - String [ => Notifier - list ]  

Here is an example:  

<snmp- device - alarmpoints>  

--  Name: Severity (Condition - to - Test) Condition - String => Notifer - List SiteTemp: critical ($Temp 

> $CriticalHighTemp) "V ERY_HIGH_TEMP" => PageFred SiteTemp: major ($Temp > $MajorHighTemp) 

"HIGH_TEMP" => PageFred  

</snmp - device - alarmpoints>  

 
The fields of each entry are:  
 

 Name  is the name of the alarm point. If multiple lines in this section contain the same Name, then 
th ey will be treated as the different thresholds for the same alarm point.  

 Severity  is one of 'critical', 'major', 'minor' or 'clear'. It defines the resulting severity of the given 
point test.  

 Condition - to - test  is an expression that evaluates to a boolean r esult, e.g. "($Temp > 
$CriticalHighTemp)" You can use variables from the <snmp -device -variables> section or the 
<parameters> section in your expression. See the Arithmetic Expression section for details about 

valid expressions. In the example, $Temp is a v ariable read from the SNMP device; 
$CriticalHighTemp and $MajorHighTemp are parameters set by the user.  

 Condition - String  is a string that describes the resulting status if the Condition - to - test evaluates to 
true.  

 Notifier - list  is an optional, comma -delimit ed list of notifier names. The notifier names listed here are 
mapped to actual "InterMapper Notifier Names" via the <snmp -device -notifiers> section.  

When InterMapper evaluates alarm point expressions, it scans the list for a particular alarm point, and set s 
its status based on the first expression that "triggers". If no expression triggers, then InterMapper sets the 
alarm point severity to "Clear"  

Macros  

 
InterMapper supports several macros that show information about an alarm point:  
 

 ${alarmpointname}  sho ws the alarmpoint's severity as a five -character string. The strings are 
colored to match the severity. To use this facility, enter the alarmpoint name enclosed in ${...}. For 
example, to show the SiteTemp alarm point's severity (above), enter:  
 

${SiteTem p}  

 
and it would generate the strings "CRIT ", "MAJOR", "MINOR", or "CLEAR", with the appropriate color.  

 ${alarmpointname:condition}  shows the alarmpoint's condition string, as defined in the <snmp -
device -alarmpoints> section. For example, to show the Si teTemp alarm point's condition above, type:  
 

${SiteTemp:condition}  

 
and it would generate the string "VERY_HIGH_TEMP". This string may contain any markup as 
described on the Probe File Description  page.  
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New AlarmPoint Fa cilities  

 
InterMapper 4.3 brings new alarm point facilities:  
Underscore Feature:  In the previous versions of InterMapper, all a device's alarm points will accumulate over 
time and will be displayed in the AlarmPointList in the Status Window. This may crea te a long list of irrelevant 
items punctuated with a few important alarms.  

Customers requested a facility so that a device's AlarmPointList would only contain important information, namely:  

 alarm points that are currently in alarm (i.e., not in Clear sta te)  
 alarm points that were recently in alarm, but are now Clear.  

 
This minimizes the clutter in the AlarmPointList, so that it only contains information that customers find interesting. 
(All the other alarm points are assumed to be clear, and therefore can  be ignored.)  
The "recently in alarm" qualifier deserves explanation. There must be a link/button/gizmo in the device's Status 
Window that will "reset the alarm point list" and remove the cleared alarm points (those in #2 above).  
Alarm point names that b egin with an underscore ("_") will be treated in this way (hence the name of the facility.) 
For example: _SWO_PROC_SWO_PROC will be an underscore alarm point, whereas SWO_PROC_SWO_PROC will be 
treated as a normal alarm point.  

 State Transitions  

 Startup  When a map is opened, devices with alarm points will be in the Unknown (grey) state, and 
their AlarmPointList will be empty.  

 Normal Operation:  As InterMapper receives information about a device's state, either from a poll or 
a received trap, it will set its icon color accordingly.  
If this information sets a new non -underscore alarm point (one whose state is currently not known), 
it will be added to the AlarmPointList, in the proper color/severity. If it is for a new underscore alarm 

point, it will be added t o the AlarmPointList only if the severity is not Clear.  
If this new information updates an existing alarm point, then that point's severity will be updated in 
the AlarmPointList.  

 Resetting the AlarmPointList:  When the user clicks the (new) Reset link in t he status window, 
InterMapper will remove all the Clear alarm points from the device's AlarmPointList. All alarm points 
that are in alarm (i.e., not Clear) will remain in the list. This link will make the server to remove all 
"clear" alarm points, but not that the effect will only be permanent only for "underscore" alarm 
points. For non -underscore alarm points, this link will only clear up the clear alarm points 
temporarily, the clear non -underscore alarm points will reappear in the status page in the next 
refresh (unless the condition that resulted in "clear" severity has changed).  

 

Resetting to Neutral Alarm State  InterMapper can receive a trap or some other command that sets a 

device into the "Startup" state described above. This is useful for the proces s of re -synchronizing 
InterMapper's notion of a device's state with its actual state. A single trap could indicate, "I don't know the 
state of a device" (perhaps because it had gone down, and now came back up), and InterMapper would 
reflect that lack of ce rtainty by clearing the alarm point list and turning the device grey.  

InterMapper implements a "reset" severity that resets the device to its "power on" state. That is, the 
device and all its alarm points will be set to the Unknown state. Such an alarm poi nt will never be listed in 
the AlarmPointList. Usage:  

DeviceResetRule: reset ( reset - condition ) condition - string => Notifier - List  

 

If reset -condition is true and there are alarms to be cleared, an event log entry will be created for the 
action. If the co ndition -string is not empty, a notification will be sent to the Notifier -List.  

Facilities to speed up rule evaluation  We will implement a "Break" severity that will abort the processing 
of the remaining rules of the probe if ever its expression is true. Su ch an alarm point will never be listed in 
the AlarmPointList. Usage:  

 
BreakRule: break ( break - condition ) condition - string => Notifier - List  

 
In a break rule, Notifier -List is not used. If the condition -string is not empty, an event log message will be cr eated 
everytime this rule fires (this is done for debugging purposes).  
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Sample probe  

 
In this section, we will give a sample probe that uses all the features decribed above. To test the probe send traps 
to the device using net -snmp snmptrap program. For example, to set $trapVar to 5, use the following command 

line: snmptrap.exe - v2c - c community computername '' 1.3.6.1.4.1.11898.2.1 

1.3.6.1.4.1.11898.2.1.18.1.18 i 5  

 
The sample probe is below. There are three trap variables in the probe that are being us ed in three separate alarm 
points. The first group of alarm point (_trapVarAP) is an "underscore" alarm point, the state clear will not be shown 
unless the alarm point ever reach a non -clear state (minor, major, critical). Note that setting the $trapVar va riable 
to 4 will never bring the alarm point state to critical since there is a break rule right before the rule that will bring 
the state to critical state:  
 

<header>  

            type                =       "custom - snmp"  

            package             =        "com.dartware"  

            probe_name          =       "snmp.testalarmpoint"  

            human_name          =       "Alarm point test example"  

            version             =       "0.1"  

            address_type        =       "IP,AT"  

            flags               =       "SNMPv2c"  

            port_number         =       "161"  

    </header>  

  

 

<description>  

    ...  

    </description>  

  

 

<snmp- device - variables>  

            trapVar,         1.3.6.1.4.1.11898.2.1.18.1.18, TRAPVARIABLE, "trap variab le 1"  

            trapVar2,        1.3.6.1.4.1.11898.2.1.18.1.19, TRAPVARIABLE, "trap variable 2"  

            trapVar3,        1.3.6.1.4.1.11898.2.1.18.1.20, TRAPVARIABLE, "trap variable 3"  

    </snmp - device - variables>  

  

 

<snmp- device - notifiers>  

    Notif ySomeone: "NotifyFred:0:0:0"  

    </snmp - device - notifiers>  

  

 

<snmp- device - alarmpoints>  

  

 

--  sample underscore alarm point  

    --  the three reset alarm point have the same effect: resetting the device state to initial 

state  

  

 

_trapVarAP: clear ($trapVar == "2") "trapVar -  clear" => NotifySomeone  

    _trapVarAP: reset ($trapVar == "3") "trapVar -  reset" => NotifySomeone  

    _trapVarAP: minor (${trapVar} == "4") "trapVar -  minor" => NotifySomeone  

    _trapVarAP: critical (${trapVar} == "5") "trapVar -  major" => NotifySomeone  

    _trapVarAP: break ($trapVar == "6") "trapVar -  break" => NotifySomeone  

    _trapVarAP: critical (${trapVar} >= "6") "trapVar -  critical" => NotifySomeone  

  

 

--  other, normal alarm points  

    trapVarAP2: clear ($trapVar2 == "2")  "trapVar2 -  clear" => NotifySomeone  

    trapVarAP2: reset ($trapVar2 == "3") "trapVar2 -  reset" => NotifySomeone  

    trapVarAP2: break ($trapVar2 == "4") "trapVar2 -  break" => NotifySomeone  

    trapVarAP2: critical (${trapVar2} >= "4") "trapvar2 -  crit ical" => NotifySomeone  

  

 

trapVarAP3: clear ($trapVar3 == "2") "trapVar3 alarm" => NotifySomeone  

    trapVarAP3: reset ($trapVar3 == "3") "trapVar3 alarm" => NotifySomeone  

    trapVarAP3: break ($trapVar3 == "4") "trapVar4  alarm" => NotifySomeone  

    trapVarAP3: critical (${trapVar3} >= "4") "trapvar alarm" => NotifySomeone  

    </snmp - device - alarmpoints>  
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<snmp- device - display>  

    \ B5\ Trap variable values \ 0P\  

    \ 4\ trapvar: \ 0\  $trapVar, ${_trapVarAP:condition} \ 0P\  

    \ 4\ trapvar2: \ 0\  $trapVar2, ${ trapVarAP2:condition} \ 0P\  

    \ 4\ trapvar3: \ 0\  $trapVar3, ${trapVarAP3:condition} \ 0P\  

  

 

$alarmpointlist  

    </snmp - device - display>  
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Alarm Point Notifier List  

The <snmp -device -notifiers> section contains several line s of the format:  

  NotifierName: "notifier - rule" [ , "notifier - rule" ]  

where the NotifierName  is an identifier that can be used in the notifier - list section of the alarm -points 
section, and the notifier - rule  is a quoted specification for a notification rul e.  

 A notifier - rule  contains the name of the actual InterMapper notifier and the notification delay, repeat and 
count, using the format below (the quote characters are required):  

  "name:delay:repeat:count"  

Delay and repeat are specified in minutes. If val ues for delay and repeat are omitted, the value is zero. The 
count is the number of additional times the notification is repeated. If repeat is zero, the count will be 
ignored because there is no repeat. If repeat is non -zero and the count is omitted, the count will be infinite 
(repeat forever).  

 
 

<snmp- device - alarmpoints>  

 

--  Name: Severity (Condition - to - Test) Condition - String => Notifer - List  

 

SiteTemp: critical ($Temp > $CriticalHighTemp) "VERY_HIGH_TEMP" => PageFred  

SiteTemp: major ($Temp > $MajorHighT emp) "HIGH_TEMP" => PageFred  

 

</snmp - device - alarmpoints>  

 

<snmp- device - notifiers>  

 

PageFred: "Fred via Pager:0:0:0"  

 

</snmp - device - notifiers>  

In this example, either of the SiteTemp alarms will trigger the "PageFred" notifier. Looking farther down in 
the  <snmp -device -notifiers> section, we see that "PageFred" will send the notification to the "Fred via 
Pager" (which is defined in the Notification list .)  
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Custom SNMP Trap Probes  

A trap  is an unsolicited packet sent from a  device to InterMapper (or other SNMP management console). 

The trap generally contains one or more data values that give information about the device's state.  

When a trap arrives, InterMapper first determines which device(s) on the enabled maps should rec eive 
information from the trap. InterMapper examines the Agent Address (for relayed traps) or the Source IP 
address, and passes a copy of the trap packet to each  device on the maps whose IP address matches. For 
example, if a device with the IP address is o n two maps, or is present twice on the same map, each of 
those devices will receive a copy of the trap.  

InterMapper then parses out the all the values from the trap and assigns them to trap variables for use in 
the remainder of the probe.. InterMapper the n re -evaluates the expressions in the probe, and sets the 
device status appropriately. If a particular trap variable is not set by an incoming trap, expressions 
containing that variable are not  evaluated. See the Defining Trap  Variables  section below for details of 

defining trap variables.  

Finally, as a result of receiving the trap, InterMapper re -polls the device that sent the trap. This guarantees 
that InterMapper has the most up - to -date information about the device's state . If another trap arrives 
before the final response of this new poll has returned, InterMapper will complete the current poll and 
initiate another round of polling to get the new state.  

Note:  A trap is sent as a UDP packet. If something on your network is  causing packet loss, it is possible to 
lose a trap packet. Therefore, Dartware recommends that you don't rely completely on traps as a means 
for monitoring the health of a device. There is no substitute for regular polling.  
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Defining Trap Variables  

A Trap Variable  is a variable defined in a custom probe file whose value is set to a value received in a trap. 
InterMapper has three kinds of Trap Variables, only one of which can be declared in a probe:  

 Packet T rap Variables  -  a set of variables automatically set by InterMapper when a trap is received.  

 Positional Trap Variables  -  a set of variables automatically set by InterMapper. Use positional Trap 
Variables to access data from the trap's VarBind list by posit ion in the list.  

 Named Trap Variables  -  variables you define by associating an SNMP  OID with a name. If the OID 
exists in the trap's VarBind list, the variable is set to the value in the trap.  

A Trap Variable will never be polled: that is, InterMapper neve r sends an SNMP GetRequest or 
GetNextRequest to retrieve its value.  

Packet Trap Variables  

In addition to the variables in the VarBind List, a probe can set variables based on the fields of the trap 
packetôs header. 

 $GenericTrap  -  The GenericTrap field in the trap (SNMPv1). This field can take on the values:  
   0 -  coldStart;  
   1 -  warmStart;  
   2 -  linkDown;  
   3 -  linkUp;  
   4 -  authenticationFailure;  
   5 -  egpNeighborLoss;  
   6 -  An enterprise -specific value.  

 $SpecificTrap  -  The value of the Spe cificTrap field in the trap. If the $GenericTrap value is 0 -5, the 
$SpecificTrap is zero (0); otherwise it is a positive 32 -bit value specified by the vendor (SNMPv1).  

 $TimeStamp  -  The TimeStamp field in the trap, in hundredths of a second.  
 $Enterprise  -  The value of the SNMPv1 enterprise field (SNMPv1)  

 $CommunityString  -  The value of the CommunityString field in the trap (SNMPv1, SNMPv2c).  
 $TrapOID  -  The value of the TrapOID field in the trap (SNMPv2c, SNMPv3).  
 $AgentAddress  -  The IP address of the SNMP ag ent that generated the trap.  
 $SenderAddress  -  The IP address of the device that sent the trap. This could be different from the 

$AgentAddress when the sender is forwarding traps for the agent.  
 $SnmpVersion  -  Represents the version of the trap. Values can be 0 (v1), 1 (v2c) or 3 (v3).  
 $VarbindCount  -  The number of variables contained in the VarBind list.   

Positional Variables from the Varbind List  

You can access values from the VarBind List by position  using variables of the form:  

 $VarbindValueN  -  The valu e of the N'th variable in the trap's VarBind List  
 $VarbindTypeN  -  The type of the N'th variable in the trap's VarBind List  
 $VarbindOIDN  -  the OID of the N'th variable in the trap's VarBind List  

Note: N may be from 1 to 50.  

Named Trap Variables   

The only wa y to set a named Trap Variable value is to receive a trap that contains the OID in its VarBind 
List, or the set the named variable to the value of a positional variable. The Probe Variables section  of this 
document describe s the file format. Here is an example:  

<snmp- device - variables>    InterMapperTimeStamp, 1.3.6.1.4.1.6306.2.1.1.0, TRAPVARIABLE, 

"Timestamp" </snmp - device - variables>  

In this example, the variable $InterMapperTimeStamp is set every time a trap arrives conta ining the OID 
1.3.6.1.4.1.6306.2.1.1.0 in the VarBind List. Trap Variables that don't have values set by an incoming trap 
are left undefined.  

A full example trap file  is available.  
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Here's how several useful trap variable s might be defined  

<snmp- device - variables>  

  genericTrapVar,   $GenericTrap,     TRAPVARIABLE,    "Generic Trap"  

  specificTrapVar,  $SpecificTrap,    TRAPVARIABLE,    "Specific Trap"  

  timeStampVar,     $TimeStamp,       TRAPVARIABLE,    "Timestamp"  

  enterpriseVar,    $Enterprise,      TRAPVARIABLE,    "Enterprise"  

  commStringVar,    $CommunityString, TRAPVARIABLE,    "Community String"  

  trapOIDVar,       $TrapOID,         TRAPVARIABLE,    "Trap OID"  

  agentAdrsVar,     $AgentAddress,    TRAPVARIABLE,    "Agent Address"  

  senderAdrsVar,    $SenderAddress,   TRAPVARIABLE,    "Sender Address"  

  snmpVersionVar,   $SnmpVersion,     TRAPVARIABLE,    "SNMP Version"  

  varbindCountVar,  $VarbindCount,    TRAPVARIABLE,    "Varbind Count"  

 

  the first a nd second values from the Varbind List by position  

    

  trap_var1, $VarbindValue1, TRAPVARIABLE, "First value"  

  trap_var2, $VarbindValue2, TRAPVARIABLE, "Second value"  

</snmp - device - variables>  

Note:  The TRAPVARIABLE  type causes the value to be displa yed in the most useful format. You can also 

use one of following to force the display to a certain format. These variables are equivalent to their non -
trapvariable counterparts, whose complete descriptions of the formats are available in Probe Variables :  

 TRAPVARIABLE-TOTAL-VALUE  
 TRAPVARIABLE-PER-SECOND  
 TRAPVARIABLE-PER-MINUTE  
 TRAPVARIABLE-STRING*  
 TRAPVARIABLE-INTEGER  
 TRAPVARIABLE-HEXADECIMAL*  
 TRAPVARIABLE-HEXNUMBER  
 TRAPVARIABLE-DOUBLE  

 
* STRING and HEXADECIMAL are bo th strings; they can't be charted.  

Named Trap Variables  

When accessing VarBind List entries, you can access them either by name or by position. Access by name 

is much easier to program and understand, but there have been instances where a vendor's traps 
contained VarBind List entries with the same name: in those cases you must get their values by position. 
Below are examples of accessing VarBind List entries by name and by position.  

Given this trap, InterMapper creates the following Event Log entry:  

03/23 11:37:34 TRAP IC3 Demo System:Video Stream ENC01 LIVEWAVE - MIB::deviceFaulted (v2c)  

   { LIVEWAVE - MIB::deviceUnitID : "5",  

   LIVEWAVE- MIB::deviceName : "5 -  Video Stream",  

   LIVEWAVE- MIB::deviceStatus : "6" }  

The trap contains these three values: deviceUn itID, deviceName, and deviceStatus. . (InterMapper has 
already imported a LIVEWAVE MIB that defines these OIDs.)  

The variables are declared in the variables section:  

<snmp- device - variables>  

   deviceUnitID, LIVEWAVE - MIB::deviceUnitID, TRAPVARIABLE, "Device  Unit ID"  

   deviceName, LIVEWAVE - MIB::deviceName, TRAPVARIABLE, "Device Name"  

   deviceStatus, LIVEWAVE - MIB::deviceStatus, TRAPVARIABLE, "Device Status"  

</snmp - device - variables>  
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When a trap is received, the probe variables above are set to the values of the trap variables from the 
VarBind list. One way you could use them is as follows:  

<snmp- device - thresholds>  

   critical: deviceStatus == 3 "Problem with $deviceUnitID $deviceName: Device status = 

$devicestatus"  

   okay: deviceStatus == 1 "$deviceUnitID $d eviceName functioning normally."  

</snmp - device - thresholds>  

You can also access the variables by position in the VarBind list:  

<snmp- device - variables>  

deviceUnitID, LIVEWAVE - MIB::$VarbindValue1, TRAPVARIABLE, "Device Unit ID"  

deviceName, LIVEWAVE - MIB::$Var bindValue2, TRAPVARIABLE, "Device Name"  

deviceStatus, LIVEWAVE - MIB::$VarbindValue3, TRAPVARIABLE, "Device Status"  

</snmp - device - variables>  

  

Defining Trap -Only Probes  

By default, InterMapper's custom SNMP probes will query certain MIB -II system group item s. To define a 
probe that only receives traps (and does not actively poll a device using SNMP GetRequest or 
GetNextRequest), you should use a probe type of "custom -snmp - trap". Thus, the <header> section of the 
file should look like this:  

<header> "type" =  "custom - snmp- trap" ... etc ... </header>  
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Trap Viewing and Logging  

The contents of trap message are logged to the Event Log file at the time the trap is received. There are 
two forms: Short and Verbose. (The format is controlled by the Verbose Trap Logging  checkbox in the 
Server Settings > SNMP preference pane.)  

Short Trap Format  

06/08 20:50:29 TRAP TestMap:192.168.2.1 1.3.6.1.4.1.6306 (333)  

   { "321", "456" } (via 192.168.1.233)<p>  

Verbose Trap Format:  

06/08 20:50:05  TRAP TestMap:192.168.2.1 1.3.6.1.4.1.6306 (333)  

   { 1.3.6.1.4.1.6306.99.1 : "321", 1.3.6.1.4.1.6306.99.2 : "456" } (via 192.168.1.233)<p>  

The fields of the trap entry in the log file are defined below, with examples in "[ ... ]":  

 Date and Time  -  [ 06/0 8 20:50:05 TRAP ]  
The date and time followed by the word "TRAP"  

 Map Name and Device ID  -  [ TestMap:192.168.2.1 ]  
The map name and device ID, separated by a colon (":")  

 Enterprise OID and Trap Field  -  [ 1.3.6.1.4.1.6306 (333) ]  
The Enterprise OID, followed  by the specific trap field in paren's  

 VarBind List  -  The contents of the VarBind List, enclosed in curly braces, and separated by commas.  
Short format: { "321", "456" } shows only the values sent for each VarBind in quotes.  

or   
Verbose format: { 1.3.6. 1.4.1.6306.99.1 : "321", 1.3.6.1.4.1.6306.99.2 : "456" }  
shows the OID, a colon (":"), and the OID's value in quotes.  
 

 Address  -  [ (via 192.168.1.233) ]The address of the relaying computer, if present.  

The verbose format shows all the information that was sent with the trap.  
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Trap Probe Example  

The following example shows the handling of traps.  

  <! --  

 SNMP Trap Viewer probe (com.dartware.snmp.trapdisplay.txt)  

 Probe for InterMapper (http://www.intermapper.com)  

 

 Copyright (c)  2007, Dartware, LLC.   

 Feel free to use this as the basis for creating new probes.  

 

 25 Apr 2005 Original version -  reb  

  4 May 2005 Changed to "custom - snmp- trap" - reb  

    Modified for IM 4.4 header/display items.  

     8 May 2007 Added special trap varia bles to the probe and display - reb  

    29 May 2007 Changed probe name to "Trap Display", updated description - reb  

     1 Jun 2007 Changed probe name to "Trap Viewer"; tweaked description;  

        left canonical name alone - reb  

      

-- > 

 

<header>  

 "type"    = "custom - snmp- trap"  

 "package"   = "com.dartware"  

 "probe_name"  = "snmp.trapdisplay"  

 "human_name"  = "Trap Viewer"  

 "version"   = "2.2"  

 "address_type"  = "IP,AT"  

 "port_number"  = "161"  

 "display_name"  = "SNMP/Trap Viewer"  

 

</header>  

 

<description>  

\ GB\ Trap  Viewer Probe \ P\  

 

This probe listens for trap packets to arrive and displays the contents of the  

trap in the Status Window. It does not actively poll the device, nor does it  

take any action based on the trap contents.  

 

You can view all the variables that have been parsed from the trap packet in the  

device's Status Window. You can also use this as a prototype for making your own  

trap probes.  

 

\ B\ How the Trap Viewer Probe Works \ p\  

 

When a trap arrives, the probe parses the trap to get the values from the tra p's  

header as well as the first ten items in its Varbind List. It assigns all these  

values to variables that can be used in the probe and displayed in the Status  

Window.  

 

To see how this probe works, you can configure your equipment to send traps to  

InterM apper, or use the net - snmp \ b\ snmptrap \ p\  command. Either way, the Status  

Window will show the values present in any traps that arrive.  

 

For more information on the \ b\ snmptrap \ p\  command, read the net - snmp 

documentation for the  

\ u2=http://www.net - snmp.org /tutorial/tutorial - 4/commands/snmptrap.html \ trap  

tutorial \ p0\  and the  

\ u2=http://www.net - snmp.org/docs/man/snmpinform.html \ snmptrap command \ 0p\ . The  

remainder of this note shows how to send a trap with variables from the Dartware  

MIB:  

      


