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Introduction

Cisco IP SLA is supported on most IOS-based Cisco routers and switches. IP SLA was previously known as Service Assurance Agent (SAA).

IP SLA uses active traffic monitoring—the generation of traffic in a continuous, reliable, and predictable manner—for measuring network performance edge-to-edge over a network. The traffic generated simulates network applications like VOIP and videoconferencing, and collects network performance information in real time. The information collected includes data about jitter (interpacket delay variance), latency, and packet loss.

You can easily configure your Cisco routers and switches to be IP SLA agents or IP SLA responders. An agent initiates IP SLA tests to a remote responder. A particular agent can have multiple IP SLA tests running to many remote responders. A particular router or switch can be both an agent and a responder. 

For each IP SLA test that has been configured the agent collects edge-to-edge network performance information and stores it in the Cisco RTTMON MIB. The InterMapper Cisco IP SLA Jitter probe uses SNMP to collect the information from the RTTMON MIB in the agent, allowing you to alarm jitter, latency, and packet loss, and to chart these values.

The InterMapper Cisco IP SLA Probe is particularly useful for monitoring and measuring QoS for VOIP and videoconferencing applications. However, it is useful in many other contexts including:

· Service level agreement monitoring, measurement, and verification.

· IP network health assessment.

· Troubleshooting of network operation.

Extensive documentation about IP SLA and how to configure IP SLA is available on the http://www.cisco.com site.

Configuring IP SLA UDP Jitter Tests on a Cisco Switch or Router

To following examples show the IOS commands needed to configure an IP SLA UDP jitter test between two Cisco routers or switches. IP SLA used to be called SAA until Cisco renamed the technology. Thus, the IOS commands required are different depending on if you have a router or switch that supports the newer IP SLA commands or the older SAA commands. Functionally, IP SLA and SAA are equivalent.

Example 1 – Using IP SLA IOS Commands

On the agent router or switch:

ip sla monitor 122

   type jitter dest-ipaddr 10.13.4.200 dest-port 50122 

      source-ipaddr 10.10.2.20 source-port 50123 

      num-packets 2000 interval 20

   request-data-size 256

   owner xxx@serviceprovider.com

   tag Jitter Test #1

ip sla monitor schedule 122 life forever start-time now
On the responder router or switch:

ip sla monitor responder

To verify the UDP jitter test has been initiated:

show ip sla monitor statistics 

Example 2 – Using SAA IOS Commands

On the agent router or switch:

rtr 122

 
   type jitter dest-ipaddr 10.13.4.200 dest-port 50122 

      source-ipaddr 10.10.2.20 source-port 50123 

      num-packets 2000 interval 20

 
      request-data-size 1024 

 
   owner xxx@serviceprovider.com

 
   tag Jitter Test #1

rtr schedule 122 life forever start-time now

On the responder router or switch:

rtr responder

To verify the UDP jitter test has been initiated:

show rtr collection-statistics

Explanation of the Above Examples

The above IOS commands configure a UDP jitter test from IP SLA agent 10.10.2.20 across the network to remote IP SLA responder 10.13.4.200. The test runs once per minute. Each test sends 2000 256-byte packets spaced 20ms apart from the agent to the responder, and 2000 256-byte packets spaced 20ms apart from the responder to the agent. “122” is the jitter test number – this can be any number as long as it is unique. “dest-port” and “source-port” can be any UDP ports as long as they are unique.

The above UDP jitter test runs continuously sending 2000 256-byte packets in each direction every minute. This consumes approximately 100kbps of bandwidth sustained for 40 seconds every minute. The number of packets, the interval between packets, and the frequency of tests can be adjusted as necessary.

When configuring IP SLA it is important that all agents and responders have accurate time. They should all use the same NTP source. If they do not agree on the time this affects the latency results, but it does not affect the jitter results.

Intermapper Cisco IP SLA Jitter Probe
Once you have configured an IP SLA UDP jitter test on the pair of Cisco routers or switches, then you can set up an Intermapper Cisco IP SLA Jitter probe to collect the information. The probe uses SNMP to collect the information from the Cisco RTTMON MIB in the IP SLA agent.

Add the IP SLA agent to an Intermapper map, and set the probe to Cisco IP SLA Jitter Probe. To configure the probe set SNMP Index to the jitter test number (122 in the above examples). The Latency, Jitter, and Packet Loss alarm thresholds default to the maximum values Cisco recommends for VOIP, but they can be adjusted if necessary. 

To collect information for multiple UDP jitter tests simply add more IP SLA agents to the Intermapper map. The same agent can be added to the map multiple times, with each instance collecting information for a particular UDP jitter test.

Once the probe is successfully collecting RTTMON data from the IP SLA agent then the Device Status window will look as follows:

Device Status
  Name: Example Jitter Test

  DNS Name: router10.serviceprovider.com

  Address: 10.10.2.20

  Status: UP 

  Probe: SNMP - Cisco IP SLA Jitter Probe (port 161 SNMPv2c)

  Up Time: 12 days, 7 hours, 8 minutes

  SysName: ROUTER10

  Contact: xxx@serviceprovider.com
  Availability:  100 % (of 7 minutes, 53 seconds)
  Packet Loss:   0.0 % (of 20 total attempts) [Reset]

  Recent Loss:  None

  Round-trip time:  3 msec

Cisco IP SLA Jitter Test Information
Probe version: Feb.1, 2007, IP SLA Agent 1min Avg CPU Busy:4%

Alarm and Warning Thresholds:

   Latency Alarm:150ms, Latency Warning:100ms

   Jitter Alarm:30ms, Jitter Warning:20ms

   Packet Loss Alarm:1%

Jitter Test Parameters:

   Send 2000 256-byte packets spaced 20ms apart every 60 seconds

   SNMP index:122

Latest Round Trip Test Results:

   Number of Round Trips:2000, Min:11ms, Max:16ms, Sum:24200ms, Avg:12ms

   SD Packets Lost:0, DS Packets Lost:0
   Out of Sequence:0, Late Arrival:0
   % Packet Loss:0%, Total Packets Lost:0
Latest Jitter Test Results:

   SD +Jitter Values #:457, Min:1ms, Max:4ms, Sum:498ms, Avg:1ms

   SD -Jitter Values #:459, Min:1ms, Max:4ms, Sum:499ms, Avg:1ms

   DS +Jitter Values #:420, Min:1ms, Max:3ms, Sum:434ms, Avg:1ms

   DS -Jitter Values #:418, Min:1ms, Max:2ms, Sum:433ms, Avg:1ms

   Average Jitter Value:0.47ms, Total Jitter:1864.00ms, Max Jitter:4.00ms

Latest Latency Test Results:

   SD Packets Sent #:2000, Min:5ms, Max:9ms, Sum:11550ms, Avg:6ms

   DS Packets Rcvd #:2000, Min:5ms, Max:8ms, Sum:12650ms, Avg:6ms

   Average Latency:6.05ms, Max Latency:9.00ms

60min Accumulated Test Results:

   60min Max Round Trip Time:18ms

   60min Total SD Packets Lost:0, Total DS Packets Lost:0
   60min Max SD +Jitter Value:6ms, -Jitter, Value:6ms

   60min Max DS +Jitter Value:3ms, -Jitter, Value:3ms

Last updated Feb 06, 13:49:06; interval: 1 minute, 0 seconds
Any underlined variables can be charted. It is particularly useful to chart Average Jitter, Max Jitter, Average Latency, Max Latency, and Total Packets Lost.

SD in the above refers to Source to Destination packets (i.e., agent to responder). DS refers to Destination to Source (i.e., responder to agent). Some Jitter values are negative (packets arriving early), while others are positive (packets arriving late).

Under Latest Latency Test Results if you notice SD Packets Sent or DS Packets Sent is not 2000 (i.e., num-packets), this means the agent and the responder do not have the same time (either they do not have the same NTP source or one has a wandering clock). For latency tests the receiver examines the time in the packet header, and if the time is earlier than the current time the packet is discarded. 

Firewall Considerations

IP SLA uses port 1967 for control messages.

Choice of Cisco Router or Switch
Almost any Cisco router or switch will support IP SLA. See “Cisco Routers and Switches That Support IP SLA” below.

Because IP SLA is 100% performed in the control plane (i.e., CPU) of the router or switch, an issue that commonly arises is whether to use existing routers or switches or to use dedicated devices. Normally existing routers or switches are used. However, since the CPU in the agent or responder could be busy performing primary routing and switching tasks this could impact the CPU resources available to do IP SLA, and so in some circumstances it is better to use dedicated routers or switches. In general, if you have a large number of IP SLA tests running on a single agent or responder or if your application requires unequivocal results, then it is better to use a dedicated router or switch. The Cisco IP SLA Jitter Probe reports on CPU usage on the agent, and you can use this to assess if you require a dedicated router or switch.
For situations where dedicated IP SLA agents are required, Cisco 2800 Series Integrated Services Routers are a good choice. A voice image is required.

Cisco Routers and Switches That Support IP SLA

The following Cisco routers and switches support IP SLA. A voice image is required for some platforms.

Cisco 12000 Series Internet Routers

Cisco 7500 Series Routers

Cisco 7200 Series Routers

Cisco 7000 Series Routers

Cisco 6400 Series Broadband Aggregators

Cisco 3800 Series Integrated Services Routers

Cisco 3700 Series Multiservice Access Routers

Cisco 3600 Series Multiservice Platforms

Cisco 3200 Series Mobile Access Routers

Cisco 2800 Series Integrated Services Routers

Cisco 2600 Series Multiservice Platforms

Cisco 2500 Series Routers

Cisco 2000 Series Routers

Cisco MWR 1900 Series Mobile Access Routers

Cisco 1700 Series Access Routers

Cisco 1600 Series Routers

Cisco 1400 Series Routers

Cisco 1000 Series Routers

Cisco 800 Series Routers

Cisco Catalyst 6500 Series Switches

Cisco Catalyst 6000 Series Switches Module Switch Feature Card (MSFC)

Cisco Catalyst 6000 Series Switches running IOS

Cisco Catalyst 5000 Series Switches Router Switch Module (RSM)

Cisco Catalyst 5000 Series Switches Router Switch Feature Card (RSFC)

Cisco Catalyst 4200 Series Switches

Cisco Catalyst 4000 Series Switches running IOS

Cisco Catalyst 3750 Series Switches

Cisco Catalyst 3560 Series Switches

Cisco Catalyst 3500 Series Switches

Cisco Catalyst 2900 Series Switches
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